P.1

Ubuntu Linux 20. 04 7= %

2022.08.18 by 2IB 1% v1.0

B &%

o BB LR ..vvvvveeeeeessesssssssssss AR R R 4
(T TR TR TOP/IPccooereeeeeeeseeesesies s esssss s sesss s ssss s sesss s sesss s esevesss 4

1. IP - Internet ProtoCal ADAIESS..............cmmmmmssssssssssssssesssssseseeeeseessssssssssssssssssssssssssssssessssssssssnees 4

2. TCP- Transmission Control Protocol EZEIEEITRIE ........vvvvvvvrrrrereeeeeesssssssssssssissssssssssessssssssssssnnnns 4
(5).0SI LIERZRIBEL TCP/IP TURBTRIRIE...cooceeeeerceiercssnesessnss s sssssssssssss s sssssssssssss s sssnesses 4
(=) MEBEER (FE) BIEBIRRRI...coooo oo 5
SEEP L BB ILEETE oo ssssssss s 6

SEEP 2 FRIT SOCKET PAIN......ooooooeeeeeeeseeeeeeeeeeessseeeeeseeeevsssssssssssss s ssssssssssss s ssssssssssss s ssssssssssssssssses s 7

(VY). AEEIREE NetMASK=-LL IPVA ZBP......oooooeeeeeeisssssssessesee s sssssssssssssssssssssssssssssssssssnns 7
LLAND ZBE ..o 7

2. LB BB IR oo eereeeereeesceeses s eisssssssssssssss s s s s sesss s e s s 7

3. HBEE D BRI AU --LUIPVA TRl sssssss s sssssssesssss s esssss s s ssssseees 8

A YA HITETREE - LUIPVA .o ceeesssssnssssisssessssssssssss s ssssssssssss s ssesssssssssssssss s 8
(F0). HBERTHRIZER . ooeoeoeeeeeeessssssssssssssssssssssssssss s 9
> TER T2 UDUNTU LINUXettitttitiieeeee et eeesse s esss s ss s ess sttt 10
() LINUX ettt sttt et assssas st assesassesassesassssassssassssassssessssasasasasasasnenas 10
(). UBDUNTU LINUX.ittit e see e ssss e ss s esssssssssesssessessssssssasssas 11
=~ VirtualBox FZZE UbUNtU 20.04 DESKLOP........creeireeeiieneesieessessssssssssssessssssssssssssssssssssssssssssssssessens 12
(T B B sssssssss s 12
(). TE VirtualboX FTIE UDUNTU BEBRIRIE ..o eesessesseeesesssseessessesesssssssessesssseesses s ses e 12
(). FIIAZLER UDUNTU DESKLOP ..o ssssssssssssssess s 16
(TH). UbUNtU DESKLOP ZEEEFAR oo ses s sesssssssssss s s ssssnns s 24

L BB TR BRI EATIE oo ssss s ssss s ssss s sk e e s 24

2. A TE T S EE R e e 25

B BB IR o 27
(T2). B IP UL oeeeereereeneseesss s s sess s s sess s e 28

1 IEEHIRAEE AR AL "B IETU 1 s 28



2 AF BT EERTEETE IP MUIIE ..o 28

TO ~ UDUNTU LINUX BEIR.....ooooee ettt ss s ssssssss s ssssssssss s ssse s s s sssssssssassassassssssssansans 30
() LINUX FE 2 ettt se s st s es s s et sesseseesssseaesesensesssassssaseseesens 30
L B R e 30
2. B I B AUIT 10Ot B PRIE D oot 30
B B MIEERTETA . ...ooooooeeeeeeeeeeeeeeee et 30
AR TAB BB ..o 30

B. MS WiIiNAOWS & LINUX 5 BBIEZERR oo eeeeeeesseeeseeeesesseessssseesssessssseessssss s ssss e 31

(). BRI ZRIE D oo ssse e s s 31
Lo BBEBME oo e 31

== =11 OO 31
R 1= Vo F L - v 31
A MREEEEIE .ooooooeeeeeeeeeeeeeee oo sse e 32
() BEREEEIE ..ooooeeeeeeeeeeeee e emeee e s 32
L R R B B A BATE D oo e 32

2 B REHBTE T TV oo s 32
(TH). BEZR/EEIITREETE ....oooooeoeeeeeeeeeeeee e sssssse e sssss s sssssee s 32
1. BRRMUE « BEEEEEIS(PATH)RIER TR oo 32
= 2= OO 33

B ABETEELS oo 33
CoBRE SR e st 33

2 AHZE ~ BEIIIEIEBR....ooo oo 33

B R ERIE D oo e 34

A REZEERIBEIRYE oo ssssssseeeee s 34
SR a R e o g I =T B (O 35

B AEZRIBRAE TR ..ooo oo 36
(FL). ABEE R TE coovovvreeeeereesvesssssssssssse s ssssssssssss s ssssssss st 36
L R R E et 36

2 AABEETEIHREE ..o eeeee et 36

B BRI e 37
AL BRIRHREE et e 37

B I R oo e e e e e e e s s s 37



(ZR): B BETR e ess s R 37
(D) A B  BRIEEE IR ..o sss e 38
(). A BRES B BB IR SYSTOMIA.oooooeoeeessssssssssssssseee e sesmsmssnssssssssssssessssssssnnns 38
(Z0): DINS BB RB.oeoreerceseseesesesssesssessssessssesssssess s st e 39

L. DIG FE 2 reeevereemesessessessssessssss s sessessssesss s s 5 39

2 LB S e 39

(). WWWAMYSQL....ooooooieeeeeeeeeeeeveeesssssseseeseeesessssssssssssseeseesssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssnsns 39

LU WIWW Lttt sttt 39

2. IMAEIADB...... oot 39

O\). FEXLFARIE T BB - FAI B TEABIE T oo sssssssssssses s 40
L VM U ZRBERR ..ot ssss st esea s senes 40
AVim TanRFl ) RIVE T XRARIE 1 BT 40

B. L /home/yh REFEE FAY VimMrc AREEAB......oooereeeeecereeessineceseeseesesssisssesnnseesses 40

Co VMBI BUTR e sss s s esessssssss s sesss s s s e 42

2. NANO SEZRARIEER ...oooeeeeeessssssssssseeesseeeeeseeeee s sssssssssssssssssssssssssssssssssseesssess s sessssssnnes 42
(FL): AEBERZEETR. ..o ereereeeresssessssss s s sssss s s et s s s s s 44
L I = | OSSO 44
2. 100t BB Z TAEBERR ... smssssssssssssssssssssssse s 44

A. i sudo 55— A crontab -e fRIENT - FREIENFARIERR oo 44

B BEFE —ITMARRIEIIBHT TIEBEIZ .o ssnsssssssness 45
C.FE< T sudo crontab -l 1 #8E root BY LAEHERR ... 45

T0 S BB RBR oottt 46
(7). @APANEL.c et s et e e st s e s e s e e s a s ees e nesaeaeneneneneneeaen 46
Lo ZRER e 46

2. FAEIR B 3 www/Wwwroot/yh.nNKIeh tN.@dUW/.......ooooooooooeoeececcccccccceeeeeeeeveeeeeeeneeeeseeeessessssssss 49
(). WEDDANV.......cooeee e s 50
L ABI AR BE LI ST ..o 50

2. Windows & Z BB YOI AN_E WEDDAV BEEIIZ .......oeeeeeeeeeeeeeeeeeeeeeeseeeeeessesseeesesssseessessesesesee 50



P.4

-~ RRME

(- ). #A&E TCP/IP

AEERTLUEZHER EAE L internet WEBKEIRE - BIRESV AT E—L THAL - BXK
FREREREER - HBRBRRENMANAMER EERTEEESE - N EERAXZHERNE
BEEAR—& tAZHENARERAR  IBEEMMOSELEERNET - AMRIERS
M EEME F BT EF - ERN—EREERRE internet WEFRE 2R T EBABE, - M TCP/IPZ
HaiERmENRE E2EFBEXNEESHIBMBESREZRZALRIL - EBMAESRS
ART i Etls 1«

1. IP {iI1lt- Internet Protocal Address

HMMEHEZERE - —EEZMMUET I - BEEZIKEANWBEZAA - SESKBEZE -
F—HEMEER "Bk, - MEEEMIEHZ IP Address - 1 IP it 2 ABEALBRA
B - T BEABECEEREMR (WBR - ATRRE )  BEAREZHERBEEBLRGE
ARNFHFRE  MERBEZ2UREULRKY - =2 - IPULBTERENMIU—1% 28 "HE
R o RBY o

Sxe

2. TCP- Transmission Control Protocol &% % #l153 E

54 BMEZEEAEER  WEAZBRYmMNTEY  AABRMA2IERY - EEKAR &
EYm (8 ) TEMIZESTE - sLEREZEZESIHE ( TCP : Transmission Control Protocol )
REIE - Bl . —EEREGEBET  AREEAAMEYIREEHNEEELE  AEBETEE
HEEKRTY  HANRAEMEEBTCPIRELE NEX, @ EEAMIREXZEE -

(=).0SI = % = 3 ¢ TCP/IP w & = % #

SIREIOARE  ERRSSBEAINERRESEMAY ; BEENZZ S5 Cat.Se BREHS
BEMERBDEBE/ N\ EE ; SROE - LNRELBOMEE A ERE Y ERSES -
ELERERRENSEEST  BERH SMEEEEBANEE  TELRFAETE Internet L&
SELEL B EENTSEREE - EERAFMAMKLE SLREADNEBEES (B
T ) BAEE(LA BB BN - SAIMERL - (B - RO ER TR - EREEEE B
A 4R A (ISO) I E— AR R S EE (0S| ) 2EAEE - TCP/IP MBI S th SR EEIESFT 5
BEfif ME CEZERHNEETT  CANS2KRYRT  AASREENTEEE . TE
"2 1-1, BB OS| 2E A TCP/IP MR -

HEE / BRENS  WELBABELENEEREANSMT  FHAHESNEREFEE
BREGETRIELE - LHi ; AR5 — G S OSl Layerl - Layer2 305 - 4% AP BRERBIZEVERS
Layerl - Layerd (I3 - FAZERBREEREE  BLEKHRHERDS -

il

/



oS|I t/E
Layer7 [ERE
Layer6  HREE
Layer5  #/E
Layer4  {E¥%E
Layer3  #Hi%IE
L 2

ayer =
Layerl Ef2E

P.5

= 1-1 TCP/IP 22 OSI tEHRE

TCP/IP

ERE
Application Layer

R REEE
Host-to-Host Transport
Layer
(TCP / UDP)

Internet Layer
( ICMP;ARP;IPv6-NDP )

MENEE
Network Interface Layer
(Ethernet TEf215%E; MAC)

fifi 2 7 A

> ThiE : AR - 4 Chrome, Firefox .5 -

> 1HRIRE A B - AIRERE - ARBHERR
(IPS) - AERERPIXAE ( Web Application
Firewall; WAF ) % -

> IMEE  ERIERERZIEREY  RERAEXRRREE
0 (Port) -

> TCP : #REMIETE ; ZH R HTTP, FTP =& N%
B AR -

> UPD : BREREXIES ; SARIRIEENNEIRE
mEEE

= HEAEEHE : L4 Managed Switch S X &S -

> INEE : MR B R MAC ZE ; (R ERIE
BRI - B RESERBE -

=> #HEARRHE : L3 Switch Router ; #&4% AP IBHZE55 -

> Ik . BERSERABHENEREBRN ZERRER
& ; B RAFZ22IKME— MAC it & -

> HERE AR/ BRAAF - £8% -

(2). AMETH (3¢) BFFEH &
PINEEDRIN "MHEER (38 ) BEBREET L &k "HEIREEREEF A Socket Pair |

EMEAERERMaEEREEREFRE -

L ——— ]

Web Server

220.130.230.76

Step 2: #BEMINAM Socket Pair ]

Web Server

<> 120.116.13.199 : TCP 6524

220.130.230.76 : TCP 80 ﬂ

I a B A S E R B B2



P.6

Step 1 B IIFEEE

L3 Switch Hub L3 Switch Hub
oeeees - — INTERNET —p>-G 00888 o

—-aeeees ° T‘.ll. o

#AEz 120.116.12.0/23

dces.tn.edu.tw o : : : : : \.
‘\_.-\\» 120.116.12.1
-
s

[-J -

b tw.yahoo.com
120.116.12.25 8% ht tp://tw.yahoo.com 120.116.12.31 8% http://dces. tn.edu. tw 119.160.246.241
1. HHDNS ZH %5 IP: 119.160.246.241 - 1. FHDNS ZH#HJ5 IP: 120.116.12.1 ©
2. $XHETE AND HESH E AR AE AR EI4EE 2. RIS AND HES A8 B Ay E 4EES -
3. &8 Header HHYARALEL AR HI25 MAC © 3. F# ARP#H 120.116.12. 1 MACfirkk: - S X HE
4. PRESREEEIE R - IKEAYM 1P - $REVEEE 4. $#1120.116.12.1 AIYMACIH AEME Header |?Ad5|ress
tw.yahoo.com HYP&EHES > WEEIPREK - Z EBYHERAL. - MAC Address
5. B SR E % > B ARP T 5. FRERSNET A dees . tn. edu. tw © = 5 M4 B

119.160.246.241 Z MAC M 5% -

PC EHERBHREERAA / BIrNUREE

Client " 2K B BREIE , KL ZA1 - B ClientIni&EfT "IP BE , EE - DIHIETEROH P
Address E&EECEEERE—HIE -
- ERER - BEBLEFR  EHEZEEE
o |IPv4 : %38 ARP &3 - HEIZA 2 MAC Address - KEBERRIEHEEZHTT -
o IPv6 : &8 NDP(Neighbor Discovery Protocol) 2 neighbor solicitataion message &
neighbor advertisement message - #ZIEH/Vith MAC iI&E# - IEHEXEZH T H
o AMHE - BHERAEHREE
o |Pv4 : B8 ARP &3f - #FIFEAZEA MAC Address - BER#AEHZE - BARBREEN
i IP Address - 217 "BRAELE , BIEEEEHTERK -
o IPv6 : H3 NDP B Router solicitation message & Router advertisement message - #Z%l
EHZE MAC Il - BEHBHEF[ETREBEHRSTNBEELEE
- FEESABERRERNTTE - FR N XHER



P.7

Step 2 17 Socket Pair

HE BRI REE - CientlnZ2F—@ " > 1024, WRFEE L (55 Layer 4 &) - B3E X Server
RIESEZES L2 A% Socket Pair - EMEE OMINEE T ZEZ BRI BEEBEMWIEF] - H Web Server
89 TCP Port 80 - 718 " EKARFEME B 1 154 Server - Bl . A2 ERESE tw.yahoo.com i
BEAR -

Server InfSEIEKE - BIE "HERS ) ZEE - AREERS (BEX ) ENEEZ - AEEL
EEFBERMNERYEITEEEIIE)  BOMESR cientlh - MEBULAZFRWIEMEBKIE
FER—FE (BE ) JENH  MEHBEBRKEIENRERE - oftEL - A 7TENMZE
BHASEXK -

«  EfEFE(Packet) - BB header & data M KEZ5 EEP header Ese&E R " A3 MAC +
P, ~ TERH MAC + IP, ~ TZHIES (flag) o ~ TEBABE. .ZEK -

. HIBREERELIIE header WRERENBFAR - HEMWEEZS OSI tENRBHIRE -

« Layer2 RBMERBIAFSE - RBEEE header 89 MAC firdl -

« Layer3 &% Layer3 Switch S{ SRR - OIEZIH BIAPMERAO S A RA 22 B ROMAY IP Azt -
MR EE B RERSEER) -

« Layerd sEBWMBH KM - OI:EHNE header LRUAIGERAL - LURE LB ERMIT - ;R
HEA—ERBENERE -

o Layer7 REBM—MPC - IPS - REBERSEm - IUTEHENHEMAAS -

(). $r#% NetMask—12 IPv4 3 )

I ARE - ZHNEZAIMBSLHETME Pt 2EEEERMEEER - DA [BESEE]  BAE
IWEESNE ? HA -
TR [ IP ) R (BE) #17 AND ZE# - FF1EEHKE - EZMFIER—HEE - 4

1.AND &
ANDBE : (1+1) &R 1 ; HMAAMEZ0 - M1 - (1+0) (0+1) (0+0) BZRO0
2. IE 5% AB

= NetMask & 255.255.255.128 7 - sARILA N 4E IPv4 Addres + 38— 2BROM1E IP 2158 —
HAERA ?

E—4
IP1: 163.26.108.130 IP2: 163.26.108.201
10100011.00011010.01101100.10000010 10100011.00011010.01101100.11001001
AND + 11111111.11111111.11111111.10000000 + 11111111.11111111.11111111.10000000
1 S
10100011.00011010.01101100. 10000000 10100011.00011010.01101100.10000000

& 163.26.108.128 163.26.108.128



P.8

E_4
IP3: 163.26.108.130 IP4: 163.26.108.36
10100011.00011010.01101100.10000010 10100011.00011010.01101100.00100100
AND + I11111111.11111111.11111111.10000000 + 11111111.11111111.11111111.10000000
i T T T TP
10100011.00011010.01101100. 10000000 10100011.00011010.01101100.00000000
4EE 163.26.108.128 163.26.108.0

A E AND EE&REH  F—HEBAE—EEE  BE_HAE  RItdME—HEZBREHR
B -mBE MEEMEBEEINEZEENE "#AERAERT.  UHNEAXFSRNE —EABEEFHN IP
Address -

3. #H & 7 ERIR RI--LA TPv4 25 61

IPv4 BARMLIEIF S - 25 Class A ~ Class B & Class C £AEIMERE - L6120°F -
« —f@& A Class 92 - 4l : 10.0.0.0 -- 10.255.255.255 # 256 x 256 x 256 = 16,777,216 & IP -
« —f&BClass 89£ - 6l : 172.16.0.0 -- 172.16.255.255 £ 256 x 256 = 65,536 1@ IP -
« —f& CClass £ - fll : 192.168.1.0-192.168.1.255 £t 256 & IP -

BEAEAE Class DRVERE » 128 & IP Z#HE A8 Class C - 64 & IP RBIZ 1/4 {8 Class C - #KIE4E
i

4. MNEHIEE S-- 1L TPv4 A5l

FRAINX - £E 2% IPv4 Address & Netmask - BEH S LE P Address 2 & URE—4EE - IR
£ - MR R4 —1E IPv4 Address REMEERA/N - B8E - ZEUOGIEHESHNEF? M 163.26.200.0 —
& C Class &%l - BHEER : 163.26.200.0 -- 163.26.200.255 - ##Eay_EMEMWT

10100011.00011010.11001000.00000000

|
10100011.00011010.11001000.11111111

BIEEMRAIZE
o[B8t . FZEH0E) - 20 163.26.200 : E FHESEEE (1) ] -
o [FHfU . FEWEMD - WHRERO0-255: ETMNHESEEE (0) ] -
I UERA -
o PWE_#EMME : 11111111.11111111.11111111.00000000 (FIEAZRIE 1 - SESWI D
3HO0)
o WET#MIME : 255.255.255.0
« H_EMEFE  HEBR 248 (1) - FRRIAEEITER 163.26.200.0/24 - ItERZE 2R
"CIDRZ&NEL »



(Z). PrihkiEsm

C BB TETiNIEHE

70
SE

&

P.9



P.10

= ~+*%_Ubuntu Linux

(- ). Linux

B—EERMIEEZAIM Linux - BAZOR 1991 5 - HEFEEAZER Linus Torvalds &
2R - #8245 S 7 Richard Stallman #9 GNU 5t 2154 GNU/Linux - BERERFE MR QR ETS
- BEAFIERLRE  TTEZHARNRITEHDN : Debian ~ Ubuntu ~ Fedora » CentOS -
OpenSUSE..5% - GEARES - TRALEEERNVER - BOLIZ !

o NERNHEEZRRE LIRS | EKEES - PKiE - AR AP - BT - R
o WAANBENXE LW MEER Ubuntu MATE, Linux Mint & -
o RBER=RZEREE  KZE Linux BITEHES
«  F# : H Linux 2/EMS8 Android 24t -
Tlinux BEXEZR : BB

SEZITHRARW Linux : BE2ZABTIEAES  KINEFREZEHUEEENESANER - =&
BHEMA—EFELF -  BHEGHMAESEEF  Z2REEWREM ( KBEZKEEE ) BEBRR -
HE - EEMAE - BiNE - BEMS -

- EEFEREHNEEENZOER(Kernel) : T]# GNU/Linux 2, GNU/Hurd
i EE g
o WEHEEE
- FEZRABENE
o XZFJTH : BASH; CSH...
o FHEERE : X-window, xorg 5 wayland...
B2 E : LXDE or XFCE or GNOME or KDE...
SR EE - AREESEREETA
- FAIKERES
o fafR&s4E : SSH, Apache2 or Nginx, MySQL or MariaDB...
SHEERE MAERA  #E - 88 -
JREI LR T RERAEEE S - RBERZ/OMNIRERAREEITE (ubunty, red hat...%) - HERERME

W6 - RMAB T HIT TN AE (SO BREHE) - EALHE R SR USB Bkl - BREEE
BYENTT -

o

o

(@]

ru
ETE



P.11

(= ). Ubuntu Linux

ARFBFENMAE Ubuntu Linux 28 Canonical ATFI S B#E0ETH - HENEREIR—E
B2 5 M0 Linux fE35:4 - DI AMSE Linux B0 M - 1 2004 B 10 HRIEBTLIR - —ERE
F5E -

EARERITSES 2 Linux - STRESIBTEEE RN TRIE, B - BMICEEAE L5
A - BORSEO Linux T2 T BARESIES ) MBS | LEIEABESEE - B4 dmesg B— T AMHRTA
" (/dev/sdx) s - B mount IR HIESE - BN TIP Ml - MERTE. , SHREFRTE
BHERA SEENRBIEENE Y - EEBBE—H—BONER - FESATEME -
SIRETIRE - Linux SHAERE - S ENREREN | EEH KDE REREAZE BB
GNOME #0753 7 A& ; Ubuntu Unity SSE S 2 —E(BRMRE ; B LXQT & XFCE EfiAs
RIS S B0 - B Linux IRIFRRAE - i EH B E A MBS MS Windows, MacOS
FALT  ASHORERREECEN L  ERREOLEHNRHASHARNE - it HEn
AR IR AEEAREEANTRFREETHET -



P.12

= ~VirtualBox =% % Ubuntu 20. 04 Desktop

KRBXE - £F L Ubuntu Linux BRI KRERABAETER - ERPONERE A Ubuntu
Desktop & Ubuntu Server - EmM&EMNZEEER Desktop BRENHEH - BB AKX AFT - M Server ik
MIFEE R DOS fFERAA—1% - —Ftk - REEFERIESKIEESEM -

(=) THB

« VirtualBox

]

X]

https://download.virtualbox.org/

« Ubuntu 20.04 Desktop M 5:1&
http://ftp.tku.edu.tw/Linux/Ubuntu/ubuntu-releases/20.04.4/
https://releases.ubuntu.com/20.04/ubuntu-20.04.4-desktop-amd64.iso
http://ftp.ubuntu-tw.org/ubuntu-releases/20.04.4/ubuntu-20.04.4-desktop-amd64.iso

(= ). ®Virtualbox #73 Ubuntu % %% %

N¢ Oracle VM VirtualBox S - O X
BEE ##EM SBEH)

TH -
Jud
E UB2004 ' - e
O ERRER i XUBIS4
{EZEZRER: Ubunty (54-bit)
xuggg% - — [ &%
(0] ER = -
S L Eiem: onwe XUB1804
BHHEIERR:  &oik, JvOR, 1EEE
TE: VT-w/AMD-V, B3 H, PAEMNK,
KW =EEEHE
N #x

HFACIERE: 16 MB
i VMEVGA
BREE AR =

HeBd: =

e FHBEE

475 IDE

IDE Secondary Master:  [FERRH] 22649
PS8, Sh T A



http://ftp.ubuntu-tw.org/ubuntu-releases/20.04.4/ubuntu-20.04.4-desktop-amd64.iso
https://releases.ubuntu.com/20.04/ubuntu-20.04.4-desktop-amd64.iso
http://ftp.tku.edu.tw/Linux/Ubuntu/ubuntu-releases/20.04.4/

P.13

BIEEERS

GHRENER 24

ERFEIERBREEE R AET BTN IEEE
EH EFEEAFEAGEL - TR ViralBox
PR LIESETEE -

£ Ubuntu2004
R C:\Users\yhmyi\VirtualBox VMs v
E (62
EA(T):: Linux = ?
HEZE(V):  Ubuntu (64-bit) -

HFERE) B




P.14

& BuEssEs

i

ATERAUN
FREAVA B E IRV TCISASE RAM) » B( MB -
SRR A 10240 -

v 3072 ] MB
4ME 16334 MB

LT

? K ? X
« BuEHss BUERES
ARAR AR
BEEERERS L E SR - IRT AR TS
PO FENN S SRR T ERE - AILGR IR BHERAR - AR LR B R E T 2 -
T R — e AR E e — B E - ® VDI (VistalBos BIES)
NREFREESRRTIGEERE - LA - MR O VHD (EHREH)
EUFHETRE NIRRT - O VMK (iR 3R
BEIRAFRRAY /MR 10.00 GB
O TMAEEFHED
@ IrEIRETEERERRC
O HRRAEEEFHERZW
UBZ004.vdi (fR4E, 40,00 GB)
37 B EEERE AT
rox 7 X
¢ BuERER « mysmEs
FIE BRI TERALETIAN
R RTTERITINE RARRIERARAR G « SR HETE L TR EE A ST BT RE R 27 - SR — TR,
RERAAD @ER) - LB B s R -

S MATTETHEN HIEE S I E SRR (ERERH

A » (B SRR R T S B - |ciUsers\whmyiWirtnalBox VMsLUB2004\LUB2004, vdi | &

BIZERRERAA (B MB DTS BN - BEANERERTE

B B RS AT« R SRS LA IR TS -
B © !

v

O BEsEx N 4,00 MB 200 TB

B #ir i




P.15

& 003{BAFLE
o 202208105 ECEEE

o Ubuntu

W Xub1804

V¢ Oracle VM VirtualBox S - O X
BEE) #EM) HBH)
1--"'-"1 N A
3 god \_<>
..“.. i TH S v
s FEM WEES BE OBEN
o — N s
=™ UB2004
, ) EREER ZFE: LUB2004
TEZE B8R Ubuntn (64-bit)
c9™ XUB1804 E3)
© EFEER ERSTIEAE: 3072 MB LUB2004
— — Eﬁ%ﬂﬁﬁf: gHR, hiE, iFiE =
S o DOiE: VET}SE%%MD-V, BHaE, KV E
) ERFFAER e
o #Fm
I CIEHE: 16 MB
iz VMSVGA
EnemEE R 58
b5l 1=/
& FHEE
k8 IDE
—k T — [m] p%e
@ #m - N HFE - = @R -
<« -~ L o> E > TE o> ~ C O Es T
. O == - s e E ) FIN
~ HRIEFFER
~ SE
[ ESE] o o . ~ -
2022/8/17 T4F 07:45 SeEERR S 3,299,872 KB
L T v LEB M
=hacy == FortiClientOnlinelnstaller 2022/7/12 £-F 08:03 B {ERY (zipped) EiH 290 KB
PR EE ~ SEH (1)

2022/5/6 9 10:54 Open Virtualization... 12,267,9
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1
| [N —= HFIREEE |
LJ Y FREEE(S) Ei%
4N 3028 IDE @ & “&fE(N): IDE
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[ — (&) uboniu-20.04.4-desktop-amd6d.iso FEEI(T): PIX4 -
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L =\ 8 ) o> B TTL A N 1_L
8§ Oracle VM Virtual 3 LUB2004 - 72
N# Oracle VM VirtualBox Ei28
EED =g (M) EREA(H)
nEw L adiee
1A N = -
goe = x> R
N EBEEG)  iE BLEN(T)
[cagP™ XublR04 ) - e
Pa © crmse 7, Ubunru2004
£2.2%:  Ubuntu (64-bit)
6a [a] =&
<
EetsdiEas: 4096 MB Ubuntu2004
BAtEEIES: BRER, EEE, TEEE
sk VT-x/AMD-V, 2= H, KVM FEET
- ==
HFEEEE: 16 MB
EiiERlE: VMSVGA
¢<cE@
H

Welcome

Espanol
Esperanto
Euskara
Frangais
Gaeilge
Galego
Hrvatski
islenska
Italiano

Kurdi

Latviski
Lietuviskai
Magyar
Nederlands
No localization (UTF-8)
Norsk bokmal

Marclk mmarel

Aug 17 13:00

Install

Try Ubuntu Install Ubuntu

You can try Ubuntu without making any changes to your computer, directly from
this CD.

Or if you're ready, you caninstall Ubuntu alongside (or instead of) your current
operating system. This shouldn't take too long.

You may wish to read the release notes.

& Q&S =i Ol® @ rism
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P2 Ubuntu2004 [#/75] - Oracle VM VirtualBox — 0 X
mE =B BE O MA %R ==

Activities Aug 17 13:01

ubuntu

New Folder

Install Ubuntu

Show Desktop in Files
20.04.4LTS

Open in Terminal

Change Background...

Display Settings

Settings

4 / Display Settings

QiF S =il El@ @ ricn

=
P Ubuntu2004 [#475] - Oracle VM VirtualBox - 0 X

R =R OBEE M\ SR BE

Activities Settings ~ Aug 17 13:03

Settings Displays 1792 x 1344 (4:3)

&) Network 1920 = 1200 (16:10)
Unknown Display
Bluetooth 1920 = 1080 (16:9)
Orientation | -

C3 Background 1600 x 1200 (4:3)
) Resolution -
Appearance 1680 x 1050 (16:10)
0 Notifications Refresh Rate | -

1400 x 1050 (4:3)

Q1 search Fractional Scaling -
May increase power usage, lower 1280 x 1024 (5'4)

Applications ’ 1440 x 900 (16:10)

Pri )
Thacy 1280 x 960 (4:3)

(SR )

Online Accounts

A
do

Sharing

a

Sound

)

Power -
L BOnF s EiR0E 8 nwmc
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—
ﬁ Ubuntu2004 [#77d] - Oracle VM VirtualBox

wE W #3 #. SR B

<
ubuntu Install Ubuntu
20.04.4 LTS

Aug17 13:17

£8P TG 7 R

s
Bt=0f
3z (fE{E)
FRI(SEER)
H#E

SH T S S
T TEE.

BRQ

|_NONONONONOR®

-]




AT

EETRRREE -

eunygniia
English (Australian)
English (Cameroon)
English (Ghana)
English (Nigeria)
English (South Africa)
English (UK)
Esperanto
Estonian
Faroese
Filipino
Finnish
French

Eranch {Canadal

FEE A A8

AR E

LN _NONO)

|
| ®

English (US)

English (US) - Cherokee

English (US) - English (Colemak)

English (US) - English (Dvorak)

English (US) - English (Dvorak, alt. inkl.)
English (US) - English (Dvorak, intl., with dead keys)
English (US) - English (Dvorak, left-handed)
English (US) - English (Dvorak, right-handed)
English (US) - English (Macintosh)

English (US) - English (Norman)

English (US) - English (US, alt. inkl.)

English (US) - English (US, euro on 5)

English (US) - English (US, intl., with dead keys)
English (US) - English (Workman)

fEER(Q)

ONON®)

7R
BT E fthikEe

{RE BT REHEER ?

O zEzE
HEAME. CAES. Howe. il RSERES.
RNEE
HEFHMENER AR,

HE#lE

Z4E Ubuntu EIES FE B
A E S T 2 S P 6.

REBE=HWE | LUEESRFR Wi-Fi BREE =, DURBEANEERET

FEEMER PPN RETG TR, BoENRELEEE.

fEER(Q)

OO

P.19



ZREE

FEREFREADTERER. AHAEEERE ?

O EIRRRE LR S Ubuntu
S | SERfFmAfEERR LERANER. Xt #h. B2, REAEMESR.
| Advanced features... None selected

O Htth
EAL B C R REHREESEEAD, XHEES Ubuntu BFSESEIE.

T swe o

09000000

)RR |

EEERBEERARIRS?

WREREVEE, LUTARFIHNBESERAMKR P, NE, THAUFHRETHERE.

L TFEENEESSIREBFES:
SCsI3 (0,0,0) (sda)

THIM S RIEEE TR
SCSI3 (0,0,0) (sda) B9 #1 D EIE,
SCSI3 (0,0,0) (sda) B #5 T EIE, extd

P.20



Taipei
2900000
ik =
RELS
)Q:E% ?
FHE@: yh o
THEREE ub2004 :°
BT R RS R TERN R,
mE—fEERERE:  yh )

FRE—HES . 10000000000 O TEMERI

HEUHEE | 000000000008 O

O ashEA
O ZERNTEFEBA

|| Use Active Directory

You'll enter domain and other details in the next step.

P.21
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TR

EEENATEETINGRNAR

Uibrary

[Eplay Queve Christiree’s Tune (Aks Devil in Disguise) The Flying Burritis Brotihers
Sin City The Flying Burrito Brothers
Do Right Woenan Thee Flyineg Burvite Broahers
Dark End OF The Street The Flying Burritn Brokhers
My Unche ? The Flying Burrito Brothers
Wheels

Juanita

By Podeasts.
S Last.fm
Bubre.!m
EfRadio
Playlists
[Pty Top Rated Hat Burrite ®2
[P 0aranibe Addad Do You Know How It Feels The Flying Burrito Brot
The Flying Busrvito Brotl
The Flying Burrito Brothe.
S The Flying Burrit Brokhers
The Flying Burritn Brothers
= - Tihe Flying Burrito Brothers
Spotify i NFI::w-zosw-.w;
The Flying Burito Brothers
VLC . m The Flying Burrito Brothers
e The Flying Burvite Brothen
3 ry The Flying Burrito Brothers
L binger 3 Thwe Flying Burrito Broghers
il ST - Churchyard The Flying Burrito Brothers
s % The Flying Butrite Brokhers
Haot Burrito &1
The Flying Burtites Brothers

» EfE FHEEEEMAES (RERERA 0:09)... skip

ﬂ Ubuntu2004 [Ei797] - Oracle VM VirtualBox

BR BR B M\ HE 8E

Activities Install Ubuntu 20.04.4 LTS = Aug 17 21:55

ubuntu Install Ubuntu

20.04.4 LTS

TR TEERF. REFTLESREA Ubuntu, BERAIZERTHL
B NAEFNX TSNS BRI TR

R UAEHEE
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P Ubuntu2004 [147%] - Oracle VM VirtualBox — ] X

mE =R BRE M\ SR 8=

#%—F "Enter

Please remove the installation medium, then press ENTER:

ubuntu®

L @O EF s Bl @R rEm o

88178 21: 59

SR, KI!

ubuntu®

Bok@s 5iREl@E rme




(= ). Ubuntu Desktop % £8 &

1. BERRHBERE

P2 Ubuntu2004 [1475] - Oracle VM VirtualBox — ] X
R mR =R A SR mE

8H17H 22: 05

IR

£ (%) dEREA
R R

fft / BRERE

@ im@ o E ROl ® @ s o

Pa Ubuntu2004 [£179] - Oracle VM VirtualBox — ) X
R =B BE N SR RS

8H17H 22 :06

1920 = 1080 (16 : 9)

O ER 1600 x 1200 (4 : 3)
FEARYEERE:
EF 1680 = 1050 (16 : 10)
A -
@ &g 1400 x 1050 (4 : 3)
BRI -

1280 % 1024 (5 : 4)
BaE

PPOE A&

Q 3. 1440 x 900 (16 : 10)
Fractional Scaling
Q g= . 1280x960(4 " 3)
BiE ! 1360 x 768 (16 : 9)
-} g & E )
& k— B S IREER R
HESIIRESHNR
_ O g FIRSE
iee BRERES

. BonFg BRUEGDrmc |
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=
E Ubuntu2004 [E1779] - Oracle VM VirtualBox

aE BH BEE NA KR 88

i EERER

LibreOffice Draw LibreOffice Im...

0 &

Shotwell Thunderbird E3{%

8817H 22

R

A
v

AisleRiot EEEHEE Cheese Firefox (R8BI .. LibreOffice Calc

B ® ®©® B

LibreOffice Wri... Livepatch Remmina Rhythmbox

Transmission Ubuntu software

BoRSs BRA@Erme

ISR

EEFRES
P (Fi8)

RENESIRERTR

EREENESE Lo ANESI R EENT AR KRR - BEEL

ZER5?

P AR

HEREELR)

%ﬁﬁx%%ﬁtymmv|

REAH) | B
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BEREHE D

ZRABRIE  BELRHSS -

EEMRESS .
H(ZE)
English (United States)
English
EQgEh English (Australia)

Fnaolish (Canadal

‘6‘ EREES RN ERBERS -

o EFEEETREAREY -

ERZEH
» =R

EREZZA

MaNE R A REEERERNESEE -

BEGAZRHE: Busv

RE(H) BEA(C)
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i'_’: Ubuntu2004 [E779] - Oracle VM VirtualBox

wE BR ER ML SR WS

£ (B MERZR

TR A

2% vim & SSH HREERA - {IRKREICAREMESTNRE - WAEALEKBCERTIE - 0
ssh~ geany BIU#RIESS - ERBARE - LFHERERBA -

yh@ubuntu:~$ sudo su

[sudo] password for yh:
root@ubuntu:/home/yh# apt update
root@ubuntu: /home/yh# apt upgrade

root@ubuntu:/home/yh# apt install ssh net-tools geany locate unzip

FHFEEREARORE ELREER=2% % AL
BT R VirtualBox BRE—MEIE - MBS RELRT e

DU SRR ML BERE - BRHEIAXE - /A% O meE
8 Ubuntu Desktop B8t% - [E12] VirtualBox &3 - HE
O SR/
B

B
FRER.-.
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1. EERREERK " EEN,

RTEEBRANGRFMZEAESE - HMIE VirtvalBox FHARA "BE, - FEERE
RN ETE R — R EIRE -

EES R,
g =EE EE BT
o -
7 () LUB2004 - B3
=
XUB1804 | ‘ 4
) = —
ki i =0 & == NE+1 | sEE2 | SEE3 | SEFR4
At :
S LUB2004 > L AR E
" = BT b= = WEHNE a: [FERAE R =
Md FHEE & " Realtek PCle GbE Family Controller -
9P LUB2004 THEY : dp =z Lo
© BRI KPEE -
& D
B —
A
] - o &
o HigiEE BiEg
E5lES
BHiRERE i

HigHEE
&, EE45 - 1000 Mby/s

O BeE ven

8 HE
O BEEE/EE GE=d

ARKIEFMRES ME O
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s

=85 1Pv4 IPv6 Z2f
1Pva A3E BE] (DHCP) DR EFEES (Link-Local)
=) Oz &
AELREMER
fiiht
91?2.16.230.15 24 172.16.230.254 0

o

=5 @D
9 8.8.8.8,168.95.1.1|

|P HET

% ch s @l )
ENBPRLERFREE  THhEBER

iR
B z7

SE4S - 1000 Mb/s () @
QD #s
o 48 VPN +
a ma B R HE

IRZREAN MESE- M EBREEE LR (RCBREIILLEK net-tools EH)

yh@ubuntu:~$ sudo su

[sudo] password for yh:
root@ubuntu: /home/yh# 1ifconfig
root@ubuntu:/home/yh# ping 168.95.1.1

root@ubuntu:/home/yh# nslookup www.tn.edu.tw
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= ~ lbuntu Linux £
(- ). Linux ;4

1. 8=

BT EEREASKEEN —RBXFIER  HMAYLUATo;mSERERMRFEEES - ol
EHEM - REMKIERA - FREKS - LFES Linux WEIAEE - O LIAES KT - FIA
L AEZE Linux EFAEEFNE -

EBEE N  2ERE AN RTTRZRE - 2 Windows NEZREIERHS N < RIFEMRK -
EEZoH PieTTy TH - UT2LEBEBNIES

JKIE#E: asciiquarium

/K EE: S|

2. EIREES root #EPRIES

g Bz #o {5 #0 {5 BRRR
sudo PIREREZNE, |sudo su V1 root # PRI {=7E B B B #%
EV1Z root # R sudo -1i B8 root #EI B E /root K
DI 75 2205
su RS su -1 & A root ZH51&, A root , WS HIRIE

Ubuntu £EMRFERAE A root 5RELAIZHE - PTLIFE ubuntu linux &K FFEERREEA "sudo . 15
SR root By - BEIFTER "su, - BBEMNEBSLA root RERB AT (BEAE) - AEN
T

user@ubuntu:~$ sudo -i
root@ubuntu:~# passwd

Enter password:

Enter password again:

7t : StH sudo ¥k root - BN passwd fELREEM ( passwd EHAEEAFEREBLRES ) -

3. HftiE B EIR

A. ZF TAB i#

EERERTEESHILEFENESAR - RMBESITE2HFE - K - afIREITHATE
EF - BE "Tab, - BEREE  GEBIILTEE S - EHEE  SILEABEEE - BBEZ—WME
FH FELBEE  BE—X Tab, i - BIO/ERREHIESHE@A -
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B. MS Windows & Linux I§$ 8 B=E&

Linux ¥ [ B#E] RUFRET AL MS Windows BE - BELERIMT :

tb & 15 B Linux WIN | #6IzREE
sz s . Win: copy c:\home\*.* c:\home2\
HERE At ' Linux: cp -rf /home/* /home2
BT nvu |./nvu nvu Linux —EZ0 (/) KEREXEAMEERNT
*.exe
. CallRE
. _ rWXr-xr-x | *.com , o
"HITIE . TR S B2 |*bat Linux— 12 2R
X .
S et Windows— Bl
.msi
(=), Angds
1. FREAH
o= AR gl SRR R
shutdown | Ea# shutdown -h now T7BNRET
reboot ST reboot S
2. B R AEM
S AR &5 &5l ARER
Isb_release | 33T EHZHE |Isb_release -a HH BT EHRAER
_ WHRFEIY hostname , Y
| 4y <7 T )
hostname |3t F 12 hostname lete T hosts B hostname
cat HIEEEAS cat /proc/cpuinfo FlH CPU EHE
uname Flh Kernel fiZA  [uname -a HIt Kernel 4HH
dmesg B AR R dmesg |grep eth H A~ HEER
FH ~ R dmesg |grep sda Bl g AR i g A AR RE RN R

3. ClEREHITRER

=g &R AR iRl EBPIRRR

free |FCIEEERE free

top |MERXEERAZEIN  (top "q" kR

htop |Z—ERIMEERET htop LRI
root@ubuntu:~# ps aux | grep firefox

ps BENITDHRER user 7643 0.0 0.0 4088 620 ?.../firefox
#7643 24E pid #

kill chEREAT kill -9 7643 sl o LE firefox(7643)#1T
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4. 1RIKEIE

=4 #EA el E
adduser |FrigiRsRE adduser myname #7118 myname S1{E1ESE
F=AVAEPNCE=] cd /home/myname
mkdir public_html EXR B #E N &1 public_html
chown myname.myname TG HE %A 2 (2] myname
public_html
userdel | fIBRIRSR userdel -r myname fHIBR myname KEZK H ##
w EEAPHERE  |w HE AWM AT E
passwd |EEBECEN passwd SEHABAZNER
B E R ABHE passwd myname £ myname FIZHS
(2). BFFR
1. iR EIRMEEAES
=4 Gl CHegpl] B PIRRR
parted |FEREDE parted BN BB MESBRE
df BNRRZE AR | - - - -
_ Bl fvar FE—REE R
d BRERA/N | du --max-depth=1
- - U rmaxdepth=1 /var R REA MB

2. ZFIEMERE T

MERIFERARBER AT FAT X NTFS ffE - o2 Linux 2 I 2BERFE - REFNA
Ext3, Ext4 - LEEGRT—RA118 XFS, UFS & - SIMNEB OB MEREXR/NE LVM & - HRILEEBER -
MERIERNZ—ERERWR - MEIRE TS558 - AEBEET Google —H -

(2). 3/ FREFR

1. ERIKME - BHEEEPATHNES

HE "Eflk, B THER, B "TERRUE, B TR PATH,) @% - EERAESABEH
BYHHBRER - —MRMS  EMRAIFERARAILERER TERK, 3 "ERNRUE , B0
)& - #E Unix Like {EXRZARRE EA "Bix, & "EBE, B9FE - & Linux & - o] DIETTR& Ini%
% H "cd, EEBEIKIVBIFERE -
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A. HHEEEE
MAHERIEERE "X~ /@by U8 - Bl € /home/user B3Z] /home

user@ubuntu:~$ sudo su

root@ubuntu: /home/user# cd ..
root@ubuntu:/home#

#7288 : sudo su PR root B9 - {H7E /home/user BERE N - B .., BEIE—& " /home 4
: Ted .o BERH
cd ... BRI E—/E

B. BH IR
BEBEZEE (E5E0E  BEEBIEEMNE @ # X B (/root ) Bl var/www/

root@ubuntu:/home# cd /var/www

root@ubuntu: /var/www#

C. XBix

ZEFZREREZARNIAR LFERNK - S Linux EHERRTEZAECHREBE - MEARE
RRRABERE " RE , IAREHEANERKEE  RHI&KEHERZEECH "XBE, BEHER
IR T~

« BIBEARSGE  BREFEEXBF

user@ubuntu:~$ pwd

/home/user
T pwd I5SEHEAIMNE - BIRMEERER L - BROEZAE " ~$) KRR

o REFEUMEREHF  REHA "cd, BAAZEHMNSE  EAKXKERIXREHE - UFEURE
root 513 - B "root X , HEH

user@ubuntu:~$ sudo su

root@ubuntu:/home/user# cd
root@ubuntu:~#

- HEPDEHFEZEHRN  REATNAE "cdy ME » A root W= root XEEE - RE

‘user@ubuntu:~$ sudo -1

2. 125 - BERRER

T Tls-l 1 BT SIHZENKREFMBEZNFHFMASZR - 4l
drwxr-sr-x 2 root staff 4096 2014-12-19 17:10 Desktop

drwxr-xr-x 5 root root 4096 2014-09-30 01:57 GNUstep
drwxr-xr-x 2 root root 4096 2014-09-30 01:57 tmp

MR - HFEAB "drwxr-xr-x 5 HRXF
- d— Bix

==

© T AR
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- w— BAE
« x— WITRRFEER (BTE) = (HERIE) )
« WRER T - L ARZMUBEEINEER
ik £B : T Desktop 1 BERII - 2 "roots BEAR - FFRE "staff , SEEA - M :
« Troot s EEIACILL "HEE | ®A | BT,
« B Tstaff, EEFENEAZRY "EE | | 87,
« HhASJB TEEE| | 3T
U ERIBIF - FPIFEHR =R rwx 03 :
« R "HAEREEE . JURTES
© R - "HEXERBEZERBEENA L T ES
« F=R - "HMAL JUERITES

AU R - MRS LR EEEES

BES  |#ihA A4l S BIARER
) chmod -R 777 ?EA/var/www/upload WA FTB A E

chmod | &g 2R OB rwxrwxrwx (-R K&R=ZFH

/var/www/upload so

H)()
h .mail ; o

S P — chown n‘ame mai ?Eu/var/mall/\r,]ame E.AZ& LB

/var/mail/name 1&S%E name; Z#4H mail

drwxr-sr-x 2 root staff 4096 2004-12-19 17:10 Desktop
1
chmod chown
3. RS
=4 nEA o]l g BIAER
updated N , R
b BNERAEERE | - - AL locate EXF A EHBLLINAE
locate |[ESEERESR locate rsync SHKAS "rsync, BN FENESR
whereis | ESEEESR whereis apahce.log |# i apache.log fii&
4. EEERIIEIE

5<% |#EA Al AR
cd EMERKAE |cd/etc/apache2/confd t# 2 /etc/apache2/conf.d

cp -rf /mnt/sdbl/home/* # % sdbl/home NERRE

; RHIEHEZE’ |/home /home

cp -r
P aw EESERE T - ) WS

cp -rf./-ok.doc /home/user e

(ERAR/MEE)
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REBIREHEIRE -rf t/sdbl/h *

cp -rfp ﬁf‘ Ik cp -rip /mnt/sdbl/home/ BILE - SR ES R
' /home
In-s |EBIUBDTER In -s /var/www/web /root/web |#E root 17 /var/www/web FJIEE
s FIHHEEZHE  |ls /var/www FE fvar/www & FEFEIEZE
B ZREFAE

|s -I fjﬂﬂ Is -I S A E R K NP AEZEAE

B NEBRK
tree tree -L 2 PR YT AR E R DN 8 R A [

Z it [E
mkdir |E1I7ERK mkdir /mnt/sdf 37 /mnt/sdf EEZE R

## sdbl/home FERIIRE
mv iz mv /mnt/sdbl/home/* /home
/home
d.conf
mv = My named.con # named.conf EFrm A
named.conf.bak

pwd |FIHERIFATE | pwd S BRI ER KNS 7 BE R
rm-f  SREIMERIEZR  |rm -f /root/mytest.txt iR mytest.txt
ron -rf | SRS HER B £ rm -rf /var/lib/amavis/clamav-* | fllf} clamav-FEERFIEE R K

ERE RN | scp -r /var/www/* root@example.com:/var/www
. (2ERIIK) A /var/www EE4F] example.com B /var/www & T
touch |EIIZE1E touch /root/newtest.log #2817 newtest.log ZE1E

. lwget https://example.com/download/abc.txt
t Int t NEL

wget B Internet FEL |4 o ample.com 7 https BB abc bt 15

5. A FIE(FL iR 18, . E1E... H) RIE

v< ;MR CR | RN

cat SILEEMBAS  catapache2log At apache2 FCE#1E

cat> |ABEZEMIE cat /dev/null > /root/nobody £ nobody A& BZE

tail HIHEE 10 TTAS  |tail apache.log At apache.log 1% 10 fTAR

tail -45 3| H1EE 45 1TAE  |tail -45 apache.log St apache.log #I% 45 TTAR

N O ——— tail -90 apache.log > 1 apache.log J& 90 T8 A
/root/a2.log a2.log

grep | RBEETET tail -100 apache.log |grep HHE 116.12.22.59 FEMEC
116.12.22.59 #%, UL 100 1T =0R
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6. EXEMmIE
B |EiHEA g0 S BIARR
tar BREE 1 fvar/www B E
tar czvf /root/www.tgz /var/www
/root/www.tgz
tar xzvf www.tar.gz fi% tar.gz BB HEE
tar xjvf www.tar.bz2 fi# tar, bzip2 180 BMEE
zip zip t8TUB %8  |zip /root/www.zip /var/www £ /var/www B ZE /root/www.zip
unzip |B#zip 820  |lunzip www.zip A& www.zip
(I). #BRT
1. AFRME
== AR ] S BIARER
ifconfig FEREMF  |ifconfig R E BRI RARRR
ifconfig ethO up FYED ethO 48+
ifconfig ethO down BAR ethO A&
'f . 'f tho ik /etc/network/interfaces & EERL
ifu FEJRE ifup e
i i 5 eth0 &
ifdown BARAAE R ifdown eth0 FIEfEA ethO R
route BE /2EEHA route BEHRIH gateway R EE
2. HHEE I BIAR AR
== e el S BIARR
tcpdump |-t tcpdump -t AERE
-n tcpdump -n AT ERZ M (EDE IP A7)

not port |tcpdump -t -n not port 22
port [repatmp P B " REDIPV6 R 22 BAgEE

and ip6

i tcpdump -i ethO E2HE ethO 43k
udp tcpdump -t -n upd 23 UDP &
tcp tcpdump -t -n tcp 23 TCP &
tcp tcpdump -t -n arp =5 ARP 18

port tcpdump port 53 FI tcp, upd 53 18
broadca

. tcpdump -t -n ip broadcast |3l IPv4 EiEEE
S

multicast|tcpdump -t -n ip multicast S IPv4 ZREERTIE

tcptrack |- tcptrack -i eth0 BRI RE A eth0 AR BRI
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3. EiE

A. FIEARRR

BX 28 6T Epl) s
netstat -n netstat -n IP,Port LI F R~
| netstat -nl FgIF 3L Listening S HUIB1E
-p netstat -nlp BmnTiEXZAEPIDE
-t netstat -nltp 1#5 TCP B3
-u netstat -nlup 1£5) UDP @&
-a netstat -tna BORF TCP ZE4RAR
-C netstat -tna -c 3 BIRSs TCP ZE&RA N, B=MWEM—=X

B. EimHH

KINFEATTESEHIINAETHER  BEREIBEHBNEESRES —EHNENTA - ORE
A %% Firewall/IDS/IPS/UTM E—HRIEBEZ&E - S EEEHFI IP Address HIEFER - BRY
AR XSHEEERAAREEHA - £H OS ~ BREMNEA - B TREFERAE - EmiE
HUBKREEA -

BES |28 &l g PIRRR

nmap |-sP  |nmap -sP 192.168.0.0/24 #&## 192.168.0.0/24 #EELR T #EER

-sS  |nmap -s$192.168.0.1 FR¥RIREM 192.168.0.1, LU F5BH K i

-sA  |nmap -sA 192.168.0.1 £/ ACK 3 E1#F# 192.168.0.1 , DUE# 75 B K il
-PO |nmap -sS-P0192.168.0.1 | AFE=E ping ¥ 75

-sU |nmap -sU 192.168.0.1 #® ¥ UPD B4R 88

-O  |nmap-0192.168.0.1 BREFTIFEZRR

-p |nmap-p80192.168.0.1 |RERFTIEME

-p  |nmap -p 22,25
192.168.0.1

-p  |nmap -p 22-443
192.168.0.1

RE 22 K 25 1BFHRUAEE

& 22 3| 443 1BEFRURER

(). g

Ubuntu Linux @& Debian FrfEMAL - FILIRZEEHESIR/REZ T HE debian —1x -
R Ubuntu 27 —EEIAER "EREEHO -
- EfNRRERE
/etc/apt/sources.list
/etc/apt/sources.list.d ERKRAPAERERE
HR—BAMEN - SifsAZX - —EEBEFBENS : apt update

Al
\|
/
—~
e



« BESENHZHITEM deb & ( BIER deb )

- EABETE: dpkg

ol TEB/ZE/BR L BN - BESEMBKKEREE (F

- EMEEETE: apt

BHMBIMRLZEEWR )
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Ax

Pz

83

SEEFEEEGRKUERE  REMRNEY  EE2EEXE
=54 Gl Eeh | %Wiﬂﬁ A
dpkg deb & |dpkg -iabc.deb KB17 ME abc.deb
i dpkg - UtHFﬁEE;t SEH
dpkg -1 [grep php7 KA php7 B3R FER deb E
(&
dpkg -1 php7 Ht php7 deb 1EER
dpkg -L php7 At php7 package M2 1&2E5
=
dpkg -S libntfs.so.10 1S libntfs.so B BBE deb 12
dpkg -r inkscape filBR inkscape &t58
dpkg -P inkscape filR inkscape BX3E & E & EE
dpkg-reconfigure | Effz8E dpkg—reconfigure 20 phpmyadmin 4
phpmyadmin
apt EHWEME |apt-cache search php7 R php7 FENEH
apt update BEEESB
apt upgrade AR
aptinstall sl 28 sl REHRBEEHS
apt remove sl %R sl Ef

(=), #BREBFRE

(—). {al Ak 28 R P & 38 systemd

o

=4 Gt
systemctl start apache2 R &) apache2 fEARE:
systemctl stop apache2 BFA apache2 ElfR 28
systemctl restart apache?2 EHRE apache2
systemctl reload apache?2 EHMEA apache2 TR EE
systemctl status apache?2 apache2 $fT1R0

systemctl enable apache?2

Fi%EERE) apache2

systemctl disable apache?

HUH apache2 HIBARIE)
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(Z).DNS &8
1. DIG 5%
52 28 6 KRR
dig dig @163.26.1.26 dces.tn.edu.tw
@163.26.200.1 N
@ 163.26.1.26 8 dces.tn.edu.tw AIAE It
dig @163.26.1.26 dces.tn.edu.tw AAAA
AAAA N
&8 dces.tn.edu.tw IPv6 izt
MX dig @163.26.1.26 mail.tn.edu.tw MX
B xxx@mail.tn.edutw WEHEELERIREE
NS dig @168.95.1.1 dces.tn.edu.tw NS
@ EE S DNS & dees.tn.edu.tw ZFEE IRk EE
dig @168.95.1.1 -x 163.26.182.1
-X
@ 168.95.1.1.&%9 163.26.182.1 AUAIHE I #2718 (R #2)
dig @163.26.1.1 -x 2001:288:75a6::1
-X
@ 163.26.1.1 &5 2001:288:75a6::1 B fi#
2. Hithig<
BT Bz &5 451 B RS
nslookup B IE&E(IPv4) nslookup dces.tn.edutw  |&EFEARE/) IP firk
. host dces.tn.edu.tw. @ 168.95.1.1 &5 DCES
host B AR N ,
168.95.1.1 it : hosthame B—&Z&EM"."
(=). WWW+MySQL
1. WWW
S = AR #5151 IR ER
etc/init.d Apache2 &l |/etc/init.d/apache2
fete/initd/ P fete/initd/ap T
apache? i reload
a2enmod RUENEZH a2enmod userdir FEIEPNEEREE
a2dismod I=HEAE a2dismod userdir Bl ERNEEE
Densit B I L sensite sl /etc/apache2/sites-avaliable/
aZensite N ES a2ensite ss
- e p a0l T =r el
2. MariaDB
S 7 BB Z54 B RS
/etc/init.d/mysqgl  |MySQL #5528 /etc/init.d/mysql restart | =¥ EIE) MySQL AR5
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mysqgladmin #z% MySQL root Z 45 |mysgladmin -u root password "newpwd"
myisamchk ISAM B ERIFRIEE |myisamchk -r -q --set-character-set=charset
=&c MySQL 89 A. #2171 /root/mysql-init, BN

root 1% SET PASSWORD FOR ‘root'@ localhost' = PASSWORD( MyNewPwd');

B. root@dns:~# mysqld_safe --init-file=~/mysql-init &

C. filBR /root/mysql-init

#2137 MySQL USER |GRANT SELECT,INSERT,UPDATE,DELETE,CREATE,DROP
(5 A SQL &%) ON dbname.*

TO 'user'@'localhost'’

IDENTIFIED BY 'user_pwd';

(M), B2 FHRIFIEAS-F WX ITHB =

EHMER SSH BN FRRIRKERE - EERAEX FHRERKIENHEB ZREES LR
- EAEEZHRBAARNFEERS Vim X Nano EME - Vim ARSI PE2 HEE - WXXHH
BIEEROM " XFREERT ) B TR, MEln - BINLERSH "TRERE, ST THEA
FMERLEm LR, R - T NanoWREE "BESE,  AZEMERIREA -

1. Vim #Rig=3

I8

A.Vim "@<%l, ERE T FHEE, EX

Vim RERSVIBEREANEERE . "EEENRBEIMBAXT  BHNRELT? . - BEE
REDEMER  SRMZTHERT "L FRERBA) - "o, A1) Ta, (FREZER
A) - EATXFHREED - A ORBWA/MRSCE  MESEENEIR "--8A -1 -

SEFBAET

o R ENIR
« TPageUp/PageDw/Home/End , EiZiEtEEHEZBNENE -
- BEPERBBEHZR -
o B TaLAME,  "Esc. #
ML IEN
o TEWMAEANZEScREMLE " 52, ALUEE
T8 - BEFE - SH/BN - BISTT/EER/M ESEIRNF ) SBRIF -

B. I /home/yh K E#K T8I .vimrc 4575 51

ENEEFL Vim RESAERANEERER - DUE N REABRBERITIRILAE/)\ Tab A HFRVEE
B - 13 vimrc B2 vim NEAREREE - E2FHA vim REBIE |
a. BRI MES Tvi/BEE/1ER 1 DI vimre B3

‘ yh@ubuntu~$ vi .vimrc
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b.#z i, EAXFHEEN - BALUT =3
set nu: BRTHE - I FEDHY 1,23 BF
set ai: ¥ Enter BK1TRS O] LUK ATT I & B EhAE HF
set tabstop=4: &7 tab T#Pk 4 Fit - BRESFTT
EE(F) (REW(E) FE(T) HEAH)

set nu
set ai
set tabstop=4]]

(I I R R A (|

- BA -- 3,14 e
17 EAXFHREERT

= yh@lubuntul604: ~ - o x

E=R(F) HRE(E) TE(M REAMH)

set nu

set ai

set tabstop=4

Py oror

:wall

# EscigERan<dIER - B MES "wq. BEFRIERRE
~  yh@lubuntul604: ~ - o x

123 (F) #RE(E) FE(M FHEAH)

1 Bet nu
2 set ai
3 set tabstop=4

Y S O S O [ (R |

.vimrc" 3L, 28C 1,1 I

Z 71Tk
O REER Vi RIENREENAERZ root « FIATE root ZIEB S vimre « FRRUZZE R I
vimrc %% /root | N&E root th BHEEHNUR -

//Y#RL root 1BBEEFE /home/yh =f&H%E
yh@ubuntu:~$ sudo su
[sudo] password for yh:

//38 T /home/yh/.vimrc, #EEH T /root, KK
root@ubuntu:/home/yh# cp .vimrc /root
root@ubuntu: /home/yh# 1s -la /root

#azt 87

.bash_history
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.bashrc
.viminfo
.vimrc

C.Vim fig %%

mLHREA G : 718 - BB

CSH/BN - BIET/ER/ML - BRE - oRIREEI T

wme THAERRRR
W 71E
‘wq FEEHRR
:q! 568 7l ik 7
'wq! e F S I BE R A R Ak MERE, 1B root B 17, NEEEHEIR A)
/B =85
q EESH

(EA " /& ) REE—EFTENEE - o/BiZ [ n ] EEXK)

%s/EFR/MFH/g B (NRFEPE "/ FR - EMBKRAR\"-"V")
dd BT (IBMEF - 0 : "5dd - MBRS50,)
yy HI|EH(UBMEF - W: "Syy — copy 55.)
P i E(OM4E dd K yy ISR FERS )
u EIR(OIBMEF - M. "5u— EREARIS BEE, )

At EmSANEBLE—R

2. Nano X F {33

HMERES "nano /BE/1ERE L RFEMIBIAY vimre 55 nano BWATA

‘yh@ubuntu~$ nano .vimrc

BALUTASR
set nu
set ai

set tabstop=4

% TCtrl + O, fEZ
2 TCtrl + X 4 BF8
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—EAREBEAEILIFEARS@#E - Home, End, PageUp, PageDown & RBIZ1ESH - BIRIE NFI

R ESINEERETE A (Ctrl+O; Write Out) ~ B E REEFREEE - EEE AW INEERI NRA
7N

ThEERRR THEE#
e Alt+6

LS Ctrl+K
il Ctrl+U
=% Ctrl+W
MBS Alt+W
BR (NRFEPE "/ /R EMBREGRE "\" - "V ") | Ctrl+\

BEERMELCUEHES YR E  BEMEENtab R4 F B vim FRERM—1x + Pl
TE2EEAEXBERE TS ".nanorc, FREEA 1T - B2 -

A. 553 /usr/share/nano & M R E—E&E ALK EH K T .nanorc
£ /usr/share/nano E N BRZEREFHENEB R - KBILL shell AR A
‘yh@ubuntu~$ cp /usr/share/nano/sh.nanorc ./nanorc
B. #REEX B K FHY .nanorc - BEEEM LTS
set mouse : X IEBEBENHFZ
set autoindent : BEI4&5F
set tabsize 4 : 1% tab Bk 4 =7t
set const : IR/RH ALFIRPIEERIIT IR

‘yh@ubuntu~$ nano .nanorc

GNU nano 2.5.3 fF=F: .nanorc

(=

#color red "&[n;[[:space:]]]*;"

## Trailing whitespace
color ,green "[[:space:]]+$"
set

set
set 4
set

4-27 £ .nanorc |& NN EBEIEH
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C. MERIFERNESR A nano KB EEAEZ root - FIIE .nanorc 2245 root FAIE!

//Y8 B root 1BIIEB7E /home/yh E{EHEE
yh@ubuntu:~$ sudo su

[sudo] password for yh:

// 1 /home/yh/.nanorc #£%%| /root &K
root@ubuntu:/home/yh# cp .nanorc /root

(4). 1 vt gam

1. R TIEHERE

Ubuntu Linux & EZMEREEETEN "Crontab, - BOIDIERE "0 , FISREENM - 2K¥1T
REZKWER - thill - BEFEMNEIE "Logrotate, - BIE BEREEEMUAN "TENEE
B,  HETH/BE—RAELEERN awstats (FEHEN ) & -

SHEEBESIN—EWREHGREEZEMEI Tanacron, - BMER THE TR 24 /)5 - BRETIR
BRI HMAVBEE - AR EREKRSINEFEZETHN - AEAEATBHEAEE MR
THLZENEREGESHAIENE  EXLE SEHRABERE - HEAERTZRE—T - Al &
ML ET awstats MECERDHT2E - BEREF R /etc/crond E— FEEE2EHEBENRERE -

2.root B2 TEHEE

By RS ESLZHNEI N - EEBF —EFRSERNWIIEHRE - JLISTUIRA root 51 - 2K
ZHREI THIRE ) - BEATRE root thEJEMA "sudo crontab -e s IELEEHE root & ELFHE

2 o

A. F sudo £—Xi# A crontab -e {RIEIS - EEEXFIRIEEE

user@ubuntu:~$ sudo -1
[sudo] password for user:
root@ubuntu:~# crontab -e

no crontab for root - using an empty one

Select an editor. To change later, run 'select-editor'.

1. /bin/ed

2. /bin/nano <--- easiest
3. /usr/bin/vim.basic

4. /usr/bin/vim.tiny

Choose 1-4 [2]:

K FET8EE% nano 2R4REE root B T 1EHEE



B. BEREB—1TWMARREFEN TIEHRE
Ctrl+O 77 : Ctrl+X BB - Bl : X 1% 0 24T —R ntpdate RIGEAEE A
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‘0 1 * * * /Jusr/sbin/ntpdate time.stdtime.gov.tw
# gaemon s NOT10N OT T1mMe anad Tlmezones.
#
# Output of the crontab jobs (including errors) is sent through
# email to the user the crontab file belongs to (unless redirected).
#
# For example, you can run a backup of all your user accounts
# at 5 a.m every week with:
#0© 5 * * 1 tar -zcf /var/backups/home.tgz /home/
#
# For more information see the manual pages of crontab(5) and cron(8)
#
# m h dom mon dow command
@ 1 * * * fusr/sbin/ntpdate time.stdtime.gov.tw
8 CEEh BE write out [ fiisg 8y P B EEY " CERE S el =
AR R E A\ IR Uncut Texti] Hi=fadr gl PEYI

BR1MBRELEFRERE

. THEHREBREER: THEABBIES,
. BEBGL ESSERENSH LT % tREREENER
ABITH - B BHE " * , ORERSEAT K -
. D
o T/) B KL RERE
o T/) T LERMRE

Bl :1,6,11,..51, 56 ST —RERA " 1-56/5, - FBI1-56 7B 5 0¥IT—K -

o TFESWERBHIEE - . /usr/sbin/ntpdate

C.T#%< " sudo crontab -1 ; #Z root FI T EHEE

BEE crontab -e FRBEZIMERA - REFABLSIRNAXNBZERE—K - TREVBREMLEFEX

B - RIE B 7 B R R AV R P8 51 R AR R -
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aaPanel E—ELRNRBHEEENGS TREETE BB ELRMALEEREGRENEE - £

MWBE—KRENES -
- BE#:
https://www.aapanel.com/new/index.html
- TEZERS (RE—FKEL

https://www.aapanel.com/new/download.html

yh@ub2004: ~

:~$ wget -0 install.sh http://www.aapanel.com/script/install-ubuntu 6.0 _en.sh && sudo bash

install.sh aapanel

--2022-08-18 06:58:37-- http://www.aapanel.com/script/install-ubuntu_6.8_en.sh
EEE#HE# www.aapanel.com (www.aapanel.com)... 128.1.164.230

IE7EEE Www.aapanel.com (wWwww.aapanel.com)|128.1.164.230|:80... HELET o

BiEH TP B3R IEFEFZEMOE. .. 200 oK

EE: 36221 (35K) [application/octet-stream]

#7258l : “install.sh’

install.sh 100% 35.37K --.-KB/s 7 e.1s

2022-08-18 06:58:37 (259 KB/s) - B f#fF 'install.sh' [36221/36221]

[sudo] yh BYZRES : _
cat: fetc/redhat-release: ;2HIL—IE=sHiR

aaPanel Internet Address: https://163.26.206.202:7800/1907650cC
aaPanel Internal Address: https://172.16.230.15:7800/19076560¢C
username: herfz63q

password: edbfbe89
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8T Download X aaPanel Linux panel A

aaPanel Linux panel

(ve)

—EEMBRMEEFLE LNMP = LAMP; & A E AZEEERH LAMP

spansl i panel &

I

O & https://172.16.230.15:7¢ i =
B Account @ System: Ubuntu20.04.4 LTS x86_64(Py3.7.9)  Time of running 0 Day(s) FREE 6.8.26 Update Fix Restart
! Recommended software packages Iys no reason to refund

| E
St Recommended to use the following one-click packages, please choose on demand or in Software Store

choose by yourself, recommended to install LEMP. L

Loi LNMP(Recommended) LAMP

I (= | nginx121 / Apache 2.4
W, | mysoLsa W | mysoLsa
FIP/ | PureFtpd 1.0.47 FIE/ | Pure-Ftpd 1.0.47
5 | PHP T4 php | PHPT.A4 'S
0 phpMyAdmin 5.0 | phpMyAdmin 5.0
= | EIN’“E DMS-Server 3 EI"?-J"‘S DNS-Server 3 E
= =
O Mail-Server 4 O Mail-Server 4
Method ©  Fast Compiled Method : Fast Compiled |
Software Traffic Disk 10 All ¥

AD AD AD AD
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=27 "One-Click, '2H(E@EEFHE 10 HiEL L) - OlcdA AR "Website, - BERAEM
AR Z 4 Web Server - :#F#E "Nginx, 5§ "Apache2.4, -

Add site - Support batch site building

Create site Batch create H Wordpress deploy

Domain name yh.nnkieh.tn.edu.tw

Description |yh_nnkieh_tn_edu_tw

Website Path | S wwwroot/yh.nnkieh.tn.edu.tw

FTP | Mot create "|

Database | MySQL w |

Database settings Sql_yh| Password | yh@nnk

While creating the site, create a corresponding database for the site to facilitate

different databases using different databases.

PHP version | PHP-T4 - |

Site category | Default category v|

IR - B RAER IP - ME DNS S8 €52 - JJLUET A/ " Apply for SSL 5 AJ#E3K -
2B EHEELSINL Let' s Encrypt FIINERES - WEAH HTTPS B\l E

Site category | Default category ¥

SSL ApplyforSSL | | HTTP redirect to HTTPS

If you need to apply for S5L, please make sure that the domain name has added A
record resolution for the domain name
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HRAEBEERRE nginx - BRUL - BFEEZFHIEER) apache24 -
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A — O Pt
@ Welcome to nginxl X +

&« > C & yhnnkishitn.edutw 2 # B8 E & =« & 0O e :

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

B8 —T
- BEENEI(EEZAIP DZREIME 163.26.206.x mapping 2 172.16.230.15)
https://172.16.230.15:7800
o FZHAELLZ(EE webdns.tn.edutw BT AU AVER E)
https://yh.nnkieh.tn.edu.tw

2. (AE R B #% www/wwwroot/yh.nnkieh.tn.edu.tw/

BMEHE N2 phpinfo.php ARG —F 2R ERAVIRIE °

yh@ubuntu:~$ sudo su

[sudo] password for yh:

root@ubuntu:/home/yh# cd /www/wwwroot/yh.nnkieh.tn.edu.tw/
root@ubuntu: /www/wwwroot/yh.nnkieh.tn.edu.tw# vi phpinfo.php

BEABUTH
<?php
phpinfo();
7>
REEzREES
@ PHP7.430 - phpinfol) x  + v - o x
& > C @& yhnnkieh.tn.edu.tw/phpinfo.php 2 w BB E & = » 0O e :

System Linux ub2004 5.15.0-46-generic #49~20.04.1-Ubuntu SMP Thu Aug 4 19:15:44 UTC 2022 x36_64
Build Date Aug 18 2022 07:28:29
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(= ). WebDAV

WebDAV tJl{i# Windows fEXBEEHZEFIAIABEERI - F3XLL Ubuntu 20.04 + Apache2 %l
EITNAE - BEREREE L5 aaPanel INBE EB&R - FRLIB R IMNR—EF27FH Ubuntu 20.04 2
M7 -

1. AR LR X4

o FRAAE Ubuntu 20.04 225% google forcesafesearch dns server & nextcloud Z x4k X
32 ITHE HTTPS Y apache? IRIR -

«  BIRMXZREE webdav Ak
https://www.digitalocean.com/community/tutorials/how-to-configure-webdav-access-

with-apache-on-ubuntu-20-04

2. Windows # =4 &M@ L WebDAV H i3
https://support.filesanywhere.com/hc/en-us/articles/360035862372-WebDAV-for-Windows-10

. USB2.0 Card Reader Software

i you will see the following screen.
v

. ViewSonic

L

This PC

ts > App
. Windows ZEH I
. Windows #% =

Windows 2B TH T3 pin to Start

= Pin to taskbar

]

Manage

Map network drive

o

Disconnect network drive

43 STEF| THEF
=

ork Drive" from
HERERES
. Windows 2 EETE
PEAEEER
@} . Windows i BEREL

. Windows EE7H
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