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HiEQn FEE EE OEEND
o E -
EFE: LUE2004
{EEREE: U ) N
(5] & )
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(z). LUbuntu Linux % %3 &

ZRTEUAREPNGESR - W2k vim & SSH HEBEEGH - BKKREBIZE— N BEEREEHE
finEBhsi=lmELR - |EEIL VirtualBox LRV ROAL " 18I, V- WERZ—ERIEIPATE -

QTerminal 411

yh@lub2004: ~

HBE(F) ®EA) \E\E BRV)  EBH)
yh@lub2004: ~

5 % BlueDevil ELIEE
% BlueDevil EE

> @ Discover

> ha Htop
KDE s BIEERE
* {RiFHRE , I Muon EfFEES
BAA2 LXQt ¢ QTerminal >

, *- QTerminal drop d¢ Terminal emulator
@ startup Disk Creator

® RBiF

@ Lock Screen
ha qps

2340 O * yh@lub2004: ~

FIRARREIERAR BN RS - WALEBCOERTR W ssh- geany ENiRE:S - §A
WMAES  DINEREEREERG -

yh@ubuntu:~$ sudo su

[sudo] password for yh:
root@ubuntu:/home/yh# apt update
root@ubuntu:/home/yh# apt upgrade

root@ubuntu:/home/yh# apt install ssh net-tools geany locate fcitx-table-cangjie3
fcitx-chewing unzip

EHMFEGREAENREE - AIEEENTER - SRAKIR VirtualBox BE—REIAX - DIEE
BIERBROULUEEMBINEHE - BRERME -
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BT7EERANGRSTEANAESE - HMIE VirtualBox ERIREUR "BER ., - FEERHE
f 8 Oracle VM VirtualBox 25 - o X
AW
e :
WM wES BE BTN
a——— —f - -
& EREE ﬁi (<) LUB2004 - 2B
XUBISOS - - B |
© EREER =l (1] s AEFE1 | AEE2 | AEEI | AEE4
LUB2004 prt o = BUFIEERE R E)
o AT — FronREla)y: WErEE -
£J FHRE Ef5AW.  Realtek PCle GbE Family Controller -
si9P™ LUB2004 5 n =3 RS D)
g © cmEE _ >
AL
A =l =
2. EFAEF N HERERE IP fiit
e Network Connections - 0 x
Name Last Used ~
~ Ethernet

Enable Networking
Enable Wi-Fi

()

Enable notifications

© Connection information
@ Debuginformation
' wifi - request scan

Edit connections...

@ About
2] Quit

Wired connection 1

2 minutes ago
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e Editing Wired connection 1 - 0 %

Connection name ired connection

General Ethernet 802.1X Security DCB Proxy IPv4 Settings IPvé Settings

e ———
Method | Manual hd
Addresses
Address Netmask Gateway Add
172.16.230.55 24 172.16.230.254
Delete

DNS servers | 168.92.1.1, 8.8.8.8
Search domains
DHCP clientID
Require IPv4 addressing for this connection to complete

Routes...

Cancel Save

EMMEBRRUERMKREE : TERBER

Active connection(s)

 d L 45
E' U:t Ijﬁ [ wired connection 1

Wi-Fi network(s)

Known connection(s)

« Wired connection 1
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Wi-Fi network(s)

Known connection(s)

4 ILE B F B AR

% Wired connection 1

HRREEAU MESE- THBREESE LR (RCFEILLE net-tools EH)

yh@ubuntu:~$ sudo su

[sudo] password for yh:
root@ubuntu: /home/yh# 1ifconfig
root@ubuntu:/home/yh# ping 168.95.1.1

root@ubuntu:/home/yh# nslookup www.tn.edu.tw
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= ~ lbuntu Linux ¢ 3
(- ). Linuxd; 4

1. 8=

BT EHRREASKEEN —RBXFIER  HMAYLUATo;mSERERMRFEEES - ol
EHEM - REMKIERA - FREKS - LFES Linux WEIAEE - O LIBESKTH - FIA
L AEZE Linux EFAEEFRNER -

EBEE N  2ERE AN RTTRZRE - 2 Windows NEZREIERHS N < RIFEMRK -
EZoH PieTTy TH - UT2LEBEBNIES

JKIE#E: asciiquarium

/K EE: S|

2. EIREES root #EPRIES

g Bz #o {5 #0 {5 BRRR
sudo PIREREZNE, |sudo su V1 root # PRI {=7E B B B #%
EV1Z root # R sudo -1i B8 root #EI B E /root K
DI 75 2205
su RS su -1 A root ZH51&, )AL root , WS HIRIE

Ubuntu £EMRFERAE A root 5RELEIZHE - FTLIFE ubuntu linux & FFEERREEA "sudo . 15
SR root By - BEIFTEH "su, - BBEMNEBESLE root RERB AT (BEAE) - AEN
T

user@ubuntu:~$ sudo -i
root@ubuntu:~# passwd

Enter password:

Enter password again:

7t : St sudo ¥k root - B passwd IELREEM ( passwd EHAEEAFEREBLRES ) -

3. HftiE B EIR

A. ZF TAB i#

EERAERTEESHILEFENESAR - RMBESITE2HFE - b - afIREITHATE
EF - BE "Tab, - BEREE  GEBILTEE S - EHEE  SILABEEE - BBEZ—WME
FH FELBEE  BE—X Tab, i - BIO/ERREHIESHE@A -
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B. MS Windows & Linux IS S EEZE

Linux ¥ [ B#E] RUFRET AL MS Windows BE - BELERIMT :

tb & 15 B Linux WIN | #6IzREE
sz s . Win: copy c:\home\*.* c:\home2\
HERE At ‘ Linux: cp -rf /home/* /home2
BT nvu |./nvu nvu Linux —EZ0 (/) KEREXEAMEERNT
*.exe
. CallRE
. _ rWXr-xr-x | *.com , o
"HITIE . TR S B2 |*bat Linux— 12 2R
X .
S et Windows— Bl
.msi
(=), Anashe
1. FREAH
o= AR gl SRR R
shutdown | Ea# shutdown -h now T7BNRET
reboot ST reboot S
2. B R AEM
S AR &5 &5l ARER
Isb_release | 33T EHZHE |Isb_release -a HH BT EHRAER
_ WHRFEIY hostname , Y
| 4y <7 T )
hostname |3t F 12 hostname lete T hosts B hostname
cat HIEEEAS cat /proc/cpuinfo FlH CPU EHE
uname Flh Kernel fiZA  [uname -a HIt Kernel 4HH
dmesg B AR R dmesg |grep eth H A~ HEER
FH ~ R dmesg |grep sda Bl g AR i g A AR RE RN R

3. ClEREHITRER

=g &R AR iRl EBPIRRR

free |FCIEEERE free

top |MERXEERAZEIN  (top "q" kR

htop |Z—ERIMEERET htop LRI
root@ubuntu:~# ps aux | grep firefox

ps BENITDHRER user 7643 0.0 0.0 4088 620 ?.../firefox
#7643 24E pid #

kill chEREAT kill -9 7643 sl o LE firefox(7643)#1T
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4. 1RIKEIE

=4 #EA el E
adduser |FrigiRsRE adduser myname #7118 myname S1{E1RSE
F=AVAEPNCE=] cd /home/myname
mkdir public_html EXR B #E 211 public_html
chown myname.myname TG A 22 (2] myname
public_html
userdel | fIBRIRSR userdel -r myname fHIBR myname KEZK H ##
w EEAPHERE  |w HE AWM AT E
passwd |EEBECEN passwd SEHABAZNER
B E R ABHE passwd myname £ myname FIZHS
(2). R
1. iR EIRMEEAES
=4 Gl CHegpl] B PIRRR
parted |FEREDE parted BN BB MESBRE
df BNRRZE AR | - - - -
_ Bl fvar FE—REE R
d BRERRA/N | du --max-depth=1
- - U rmaxcdepth=1 /var R REA MB

2. ZFIEMERE T

MERIFERARBER AT FAT X NTFS & - o2 Linux 2 I Z2BEXRFE - REFNA
Ext3, Ext4 - LEEGRT—RA118 XFS, UFS & - SIMEB B MREAR/NE LVM & - R ILEEBIER -
MERIERNZ—ERERWR - MEIRE TS558 - AEBEET Google —H -

(2). #R/FHRIFR

1. ERIKME - BHEEEPATHNES

HE "Eflk, B THER, B "TERRUE, B TR PATH,) @% - EERAESABEH
BYHHBRER - —MRMS  EMROIFERARAILERER TERK, 5 "ERNRUE, S8R
)& - #E Unix Like {FEEZFRIRE €A "Bt & "EBE, B95E - & Linux & - o] BIETT R & Ini%
% H "cd, EEBEIKIVBIFERE -
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MEBREEE "Rt —>a /@, U0 - 6l & /home/user 82! /home
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user@ubuntu:~$ sudo su

root@ubuntu: /home/user# cd ..

root@ubuntu:/home#

#7288 : sudo su PR root B9 - {J7E /home/user BERE N - B .., BFEIE—/E " /home J

it Ted .o BESH
fcd .. B E—/E
B. FBHEEE

BEBEEE (E5E0E  BEEBEIEEMNE @ 6 X85 (/root ) F /variwww/

root@ubuntu:/home# cd /var/www

root@ubuntu: /var/www#

C. XBix

ZEFZREREZARNIAR LFERNK - S Linux EHERRTEZAECHREBE - MEARE
BERERE T RE L AIARBBRANERKER - RHIRKEBERAZECH "XBE, EERK
IR T~
BB AR - BREFEXBiF

FRRR

/home/user

user@ubuntu:~$ pwd

N pwd FELEMEAIUE - FEMEEXRBEEL - WHNAAZEL T

~$ 1 RER

RV EZERE  REBA "cd) BHAZENZE  EARELXBE#H - UNERE
root 81 - B "root WX 1 &6l

user@ubuntu:~$ sudo su

root@ubuntu:/home/user# cd
root@ubuntu:~#

HED LB FEZHN - RER TN "cdy ME - HFZEYIA root I E root KBk - RE

‘user@ubuntu:~$ sudo -i

2. 125 - BERRER

Nrls-l, 8<%

DI HZERREMAERFMAER - 4

drwxr-sr-x 2
drwxr-xr-x 5

drwxr-xr-x 2

root staff 4096 2014-12-19 17:10 Desktop
root root 4096 2014-09-30 01:57 GNUstep
root root 4096 2014-09-30 01:57 tmp

MR - HFEAB "drwxr-xr-x 5 HRXF

d — HEx

==

r— EHE
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- w— BAE
« x— MITRERFEER (TE) = (HERIE) )
« WRER T - L ARZMUBEEINEER
ik £f : T Desktop 1 BERII - 2 "root, BEAR - FFRE "staff , SEEA - M :
« Troot s EEIACILL "HEE | ®A | BT,
« B Tstaff, EEFENEAZRY "EE | | 81T,
« HEMATR TEE| | ]iT.
U ERIBIF - FPIFEHR =R rwx 03 :
« R "HAEREEE . JUTES
« R - "EXERBEERBEENA L T ES
« F=R - "HMAL JUERTES

AU R - MRS LR EEEES

BES  |#ihA A4l S BIARER
) chmod -R 777 ?EA/var/www/upload WA FTB A E

chmod | &g Z#E IR OB rwxrwxrwx (-R K&R=ZFH

/var/www/upload so

H)()
h .mail ; o

chown | Bt mEs= chown n‘ame mai ?Eu/var/mall/\r,]ame E.AZ& LB

/var/mail/name 1&S%E name; Z#4H mail

drwxr-sr-x 2 root staff 4096 2004-12-19 17:10 Desktop
0
chmod chown
3. RS
=4 nEA el S BIARR
updated o , &
o BNERAEERE | - - AL locate EXF A EHLLINAE
locate |[ESEERER locate rsync SHKAS "rsync, BN FENESR
whereis | ESEEESR whereis apahce.log |# i apache.log fii&
4. EEERIIEIE

5<% |#EA Al B BIARER
cd EMERKAE |cd/etc/apache2/confd t# 2 /etc/apache2/conf.d

cp -rf /mnt/sdbl/home/* # % sdbl/home NERRE

¢ RHEHEZE’ |/home /home

cp -r
P aw EESERE T - ) WS

cp -rf./-ok.doc /home/user e

(ERAR/MEE)
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REBIREHEIRE -rf t/sdbl/h *

cp -rfp ﬁf‘ R cp -rip /mnt/sdbl/home/ BILE - SR ES R
' /home
In-s |EBIURBEDTESR In -s /var/www/web /root/web |#E root 17 /var/www/web FJIEE
s FIHHEELZE  |ls /var/www FE fvar/www & FERBEIEZE
B ZREFAE

|s -I fjﬂﬂ Is -1 S A E R K NP AEZEAE

B NEBRK
tree tree -L 2 PR YT AR E R DN 8 R A [

Z it [E
mkdir |EI7ERIK mkdir /mnt/sdf 17 /mnt/sdf EEZE R

## sdbl/home FERIIRE
mv iz mv /mnt/sdbl/home/* /home
/home
d.conf
mv = My named.con # named.conf EFrm A
named.conf.bak

pwd | FIHHERIFFE | pwd S BRI ER KNS 7 BE R
rm -f  SREIMERIEZR | rm -f /root/mytest.txt iR mytest.txt
ron -rf | S2 I HER B £ rm -rf /var/lib/amavis/clamav-* | fllf} clamav-FEERFIEE R K

EHE RN | scp -r /var/www/* root@example.com:/var/www
=P (2ERIIK) A /var/www EE24F] example.com B /var/www & T
touch |EIIZE1E touch /root/newtest.log #2817 newtest.log ZE1E

. lwget https://example.com/download/abc.txt
t Int t NEL

wget B Internet FEL |4 o ample.com 8 https BB abc bt 15

5. A FIE(FLiR 18, . E1E.. . FH) ERIE

v< ;MR CR | RN

cat SILIEEMBANS  catapache2.log At apache2 FCE%1E

cat > |ABEZEMIE cat /dev/null > /root/nobody £ nobody A& BZE

tail HIHHEE 10 TTAS  |tail apache.log At apache.log #1210 TAR

tail -45 3| H1EE 45 1TAE  |tail -45 apache.log St apache.log #I1% 45 TTAR

N O ——— tail -90 apache.log > 1€ apache.log J& 90 T8 A
/root/a2.log a2.log

grep | RBEETET tail -100 apache.log |grep HHE 116.12.22.59 FEMEC
116.12.22.59 #%, UL 100 1T =0R
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6. EXEMmIE
B |EiHEA g0 S BIARR
tar BREE 1 fvar/www B E
tar czvf /root/www.tgz /var/www
/root/www.tgz
tar xzvf www.tar.gz fi% tar.gz BB HE1E
tar xjvf www.tar.bz2 fi# tar, bzip2 180 BMEE
zip zip t8TUB %8  |zip /root/www.zip /var/www £ /var/www B ZE /root/www.zip
unzip |B#zip 820  |lunzip www.zip A& www.zip
(I). #BRT
1. AFRME
== AR ] S BIARER
ifconfig FEREMF  |ifconfig R E BRI RARRR
ifconfig ethO up R ED ethO #8F
ifconfig ethO down AR ethO A&
¢ e~ ¢ tho ik /etc/network/interfaces & EERL
ifu FEJRE ifup e
i i 5 eth0 -+
ifdown BARAAE R ifdown eth0 FIEfEA ethO &
route BE /2EEHA route BEHRIH gateway R EE
2. HHEE I BIAR AR
== e el S BIARR
tcpdump |-t tcpdump -t AERE
-n tcpdump -n AT ERZ M (EDE IP A7)

not port |tcpdump -t -n not port 22
port [repatmp P B " REDIPV6 R 22 BAgEE

and ip6

i tcpdump -i eth0 E2HE eth0 48k
udp tcpdump -t -n upd 23 UDP &
tcp tcpdump -t -n tcp 23 TCP &
tcp tcpdump -t -n arp =5 ARP 18

port tcpdump port 53 FU tcp, upd 53 18
broadca

. tcpdump -t -n ip broadcast |3l IPv4 EiEEE
S

multicast|tcpdump -t -n ip multicast S IPv4 ZREERTIE

tcptrack |- tcptrack -i ethO BRI RE A eth0 AR BRI
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3. @R

A. FIEARRR

BX 28 6T Epl) s
netstat -n netstat -n IP,Port LI F R~
| netstat -nl FgIF 3L Listening S RUIB1E
-p netstat -nlp BmnTiEXZAEPIDE
-t netstat -nltp 1#5 TCP B3
-u netstat -nlup 1£5) UDP @&
-a netstat -tna BORF TCP ZE4RAR
-C netstat -tna -c 3 BIRSs TCP ZE&RA N, B=MWEM—=X

B. EimHH

KINFEATESEHIINAETHER  BEREIBEHBNEESRES —EHNENTA - NRE
A %% Firewall/IDS/IPS/UTM E—HRIEBEZ&E - S EEEHFI IP Address HIEFER - BRY
AR XSHEEERAREEHA - £H OS ~ BREMNEA - B TREFERHE - EmiE
HUBKREEA -

BES |28 &l g PIRRR

nmap |-sP  |nmap -sP 192.168.0.0/24 |#&## 192.168.0.0/24 #EE LR T #EER

-sS  |nmap -s$192.168.0.1 FR¥RREM 192.168.0.1 , LU F5BH K i

-sA  |nmap -sA 192.168.0.1 £/ ACK 3 E11F# 192.168.0.1 , DUE# 75 B Kl
-PO |nmap -sS-P0192.168.0.1 | AFE=E ping ¥ 75

-sU |nmap -sU 192.168.0.1 #® ¥ UPD B4R 88

-O  |nmap-0192.168.0.1 BREFTIFEZRR

-p |nmap-p80192.168.0.1 |RERFTIEME

-p  |nmap -p 22,25
192.168.0.1

-p  |nmap -p 22-443
192.168.0.1

RE 22 K 25 1BFRUAEE

& 22 3| 443 1BFRURER

(). 2§

Ubuntu Linux @&7R Debian Frf & MAL - FILIREEHEIR/REZ T HE debian —1x
R Ubuntu 27 —EEIAER "EEEHO -
- EfNRRERE
/etc/apt/sources.list
/etc/apt/sources.list.d BERKRAPMERERE
HR—BAMEN - SifsAZX - —EEBEFBENS : apt update

Al
\|
/
—~
e



« BESENHZHITEM deb & ( BIER deb )

- EABETE: dpkg

ol TEB/ZE/BR L BN - BESEMBKKEREE (F

- EMEEETE: apt

BHMBIMRLZEEWR )

P.39

Ax

Pz

83

SEEFEEEGRKUERE  REMRNEY  EE2EEXE
=54 Gl Eeh | %Wiﬂﬁ A
dpkg deb & |dpkg -iabc.deb KB17T ME abc.deb
i dpkg - UtHFﬁEE;t SEH
dpkg -l [grep php7 HHA php7 B3 FER deb E
(&
dpkg -1 php7 Ht php7 deb 1EER
dpkg -L php7 At php7 package M2 1&2E5)
=
dpkg -S libntfs.so.10 1S libntfs.so B BBE deb 12
dpkg -r inkscape filBR inkscape #t58
dpkg -P inkscape filR inkscape BXEE K E & EE
dpkg-reconfigure | Effz8E dpkg—reconfigure 20 phpmyadmin 4
phpmyadmin
apt EHEME |apt-cache search php7 R php7 FENEH
apt update BEEESB
apt upgrade AR
aptinstall sl 28 5| REHBES
apt remove sl %R sl EH

(=), #BIRBFE

(—). {al Ak 28 R P & 38 systemd

o

=4 Gt
systemctl start apache2 B &) apache2 fAARE:
systemctl stop apache2 BFA apache2 ElfR 28
systemctl restart apache2 EHRIE apache2
systemctl reload apache2 EHEA apache2 TR EE
systemctl status apache? apache2 $fT1R

systemctl enable apache2

Fi%EERE) apache2

systemctl disable apache?2

HUH apache2 HIBARIE)
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(Z).DNS &8
1. DIG 5%
52 28 6 KRR
dig dig @163.26.1.26 dces.tn.edu.tw
@163.26.200.1 N
@ 163.26.1.26 8 dces.tn.edu.tw AIAE It
dig @163.26.1.26 dces.tn.edu.tw AAAA
AAAA N
&8 dces.tn.edu.tw IPv6 izt
MX dig @163.26.1.26 mail.tn.edu.tw MX
B xxx@mail.tn.edutw WEHEELERIBREE
NS dig @168.95.1.1 dces.tn.edu.tw NS
@ EE S DNS & dees.tn.edu.tw ZFEE IRk EE
dig @168.95.1.1 -x 163.26.182.1
-X
@ 168.95.1.1.&%9 163.26.182.1 AUAIHE I #2718 (R #2)
dig @163.26.1.1 -x 2001:288:75a6::1
-X
@ 163.26.1.1 &5 2001:288:75a6::1 B fi#
2. Hithig<
BT Bz &5 451 B RS
nslookup B IEKE(IPv4) |nslookup dces.tn.edutw  |EFEARE) IP firtk
. host dces.tn.edu.tw. @ 168.95.1.1 &5 DCES
host B AR N ,
168.95.1.1 it : hosthame B—&Z&EM"."
(=). WWW+MySQL
1. WWW
S = AR #5151 IR ER
etc/init.d Apache2 =&l | /etc/init.d/apache?2
fete/initd/ P fete/initd/ap T
apache? i reload
a2enmod RUENEZH a2enmod userdir FEIEPNEEREE
a2dismod I=HEAE a2dismod userdir Bl ERNEEE
Densit B I L sensite sl /etc/apache2/sites-avaliable/
aZensite N ES a2ensite ss
- e p a0l T =r el
2. MariaDB
S 7 BB Z54 B RS
/etc/init.d/mysqgl  |MySQL #5528 /etc/init.d/mysql restart | =¥ EIE) MySQL AR5
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mysqgladmin #z% MySQL root Z 45 |mysgladmin -u root password "newpwd"
myisamchk ISAM B ERIFRIEE |myisamchk -r -q --set-character-set=charset
=&c MySQL B9 A. #17 /root/mysql-init, REN T

root 1% SET PASSWORD FOR ‘root'@ localhost' = PASSWORD( MyNewPwd');

B. root@dns:~# mysqld_safe --init-file=~/mysql-init &

C. filBR /root/mysql-init

#2137 MySQL USER |GRANT SELECT,INSERT,UPDATE,DELETE,CREATE,DROP
(5 A SQL &%) ON dbname.*

TO 'user'@'localhost'’

IDENTIFIED BY 'user_pwd';

(M), B2 FIRIFEIEAS-F VR IHB =

EHMER SSH BUEXFRRIGKERE - EERAEXFHRESRRIENHEE 2R EES LR
- EAEEZHRBAARNFEERS Vim X Nano EME - Vim BRE A PE2 HEE - WXXHH
BIEEROM " XFREED ) B TR WD - BNLERSH TRERE, ST TH#HEA
FMERLEm LR, R - T NanoWREE "BESE,  AZEMERIREA -

1. Vim #RiE=3

A.Vim "@<%l, ERE T FHEE, EX

Vim REERSVIZBERANEERZ . "EEENRBEIMBAXT  BHNRELT? . - BEE
REDEMERL  ERMZTHERT "L FREBA) . "ol BA—T) Ta, (FREZER
A) - EATXFHREED - T ORBEA/MRSCE  MESEENEIR "--8A -1 -

SEFBAET

o R ENIR
« TPageUp/PageDw/Home/End , EiZiEthEEHEZBNENE -
- BEPERBBEHZR -
o B TaLAME,  "Esc. #
ML IEN
o TEWMAEANZEScREMLE " 52, ALUEE
T8 - BEFE - SH/BN - BISTT/EER/M ESEIRNF ) SBRIF -

B. I /home/yh K E#K T8I .vimrc 4575 51

ENEEHL Vim RESAERANBERER - R N REBRBERITIRILAE/) Tab #8HFA0EE
B - 1 vimrc ;2 vim NEAREREE - E2FHA vim REBIE |
a. BRI MES Tvi/BEE/1ER 1 DI vimre B3

‘ yh@ubuntu~$ vi .vimrc
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b.#z i, EAXFHEEN - BALUT =3
set nu: BRTHE - I FEDH 1,23 BF
set ai: ¥ Enter BK1TRS O] DURATTAI & B EhAE HF
set tabstop=4: 27 tab F#pk 4 Fit - BRESFTT
fEE(F) (REW(E) FHE(T) HEAH)

set nu
set ai
set tabstop=4]]

(DT |

- IIEA -- 3,14 %%E.
I EANFHREREL

= yh@lubuntul604: ~ - o x

FESE(F) #RE(E) FE(T) =HFAH)

set nu

set ai

set tabstop=4

Py oror

:wall

# EscigERan<dIER - B MES "wq. BEFRIERRE
- yh@lubuntul604: ~ - o x

122 (F) #RE(E) 7E(M FHEAH)

1 Bet nu
2 set ai
3 set tabstop=4

=y

.vimrec" 3L, 28C 1,1 I

Z 71Tk
OREER Vi RIENREENAER root « FAATE root ZXIEB S vimre « FRRUZZE R I
vimrc %% /root | N&E root t BHEEHMUR -

//Y#RL root 1BBEEFE /home/yh =f&H%E
yh@ubuntu:~$ sudo su
[sudo] password for yh:

//38 " /home/yh/.vimrc, #EEH T /roots KK
root@ubuntu:/home/yh# cp .vimrc /root
root@ubuntu: /home/yh# 1s -la /root

#azt 87

.bash_history
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.bashrc
.viminfo
.vimrc

C.Vim fig %%

mLHREA G : 718 - BB

CSH/BN - BIET/ER/ML - BRE - oRIREEI T

wme THAERRRR
W 71E
‘wq FEEHRR
ol 568 7l ik 7
'wq! e F S I BE R A R Ak MERE, 1B root B 17, NEEEHEIR A)
/B =85
q EESH

(B " /=& ) WEE—EFTSHNE - o8 [ n ] EEXK)

Y%s/EFR/HMFH/g B (NRFEPE"/FR - EMBKRFAR\"-"V")
dd BT (IBMEF - 0 : "5dd - MBRS50,)
yy HI|EH(IBMEF - W: "Syy — copy 55.)
P i E(OM4E dd K yy ISR FERS )
u EIR(OIBMEF - M. "5u— B[RRI S BEE, )

At EmSANEBLE—R

2. Nano X F 4R 33

HMERES "nano /BE/1ERE L RFEMIBIAY vimre 55 nano BWATA

‘yh@ubuntu~$ nano .vimrc

BALUTASR
set nu
set ai

set tabstop=4

B TCtrl + O, EF
2 TCtrl + X 4 BF8
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—EAREBEAEILIFEAS@H# - Home, End, PageUp, PageDown S RBIZ1ESH - BIRIE NFI
RRMESNEEHETTR A (Ctrl+O; Write Out) ~ S KBEFEENIE - EEEAZIINEER U N R
Z e

ThEERRR THEE#
e Alt+6

LS Ctrl+K
il Ctrl+U
=% Ctrl+W
MBS Alt+W
BR (WRFEPE "/ /R EMBREGRE "\" - "V ") | Ctrl+\

BEERMELCUEHES YR E  BEMEENtab R4 F B vim FRERM—1x + Pl
TE2EEAEXBERE TS ".nanorc, FREEA 1T - B2 -

A. 553 /usr/share/nano & N R E—E&E ALK EH K T .nanorc
£ /usr/share/nano E N BRZEREFHEZNEB R - KBILL shell AR A
‘yh@ubuntu~$ cp /usr/share/nano/sh.nanorc ./nanorc
B. #REEX B K FHY .nanorc - BEEEMEMI TS
set mouse : X IEBEBENHFZ
set autoindent : BEI4&5F
set tabsize 4 : 1% tab Bk 4 =7t
set const : IR/RH ALFIRPIEERIIT IR

‘yh@ubuntu~$ nano .nanorc

GNU nano 2.5.3 F£F: .nanorc

#color red "&[A;[[:space:]]]*;"

## Trailing whitespace
color ,green "[[:space:]]+8"
set

set

set B

set

[ %] 36/36 (100%), i
W Write Out [@Y jii=m

A7

(lun -JC 737/737 (100%)
[ 1in I
e

4-27 £ .nanorc |& NN EBEIEH
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C. MERIFARNESR A nano KB EEAEZ root - FIIE .nanorc 2245 root FAIE!

//Y8 B root 1BIIEB7E /home/yh E{EHEE
yh@ubuntu:~$ sudo su

[sudo] password for yh:

// 8 /home/yh/.nanorc #£#%| /root &K
root@ubuntu:/home/yh# cp .nanorc /root

(4). 1 vt gam

1. R TEHERE

Ubuntu Linux & EZEMHEEETEN "Crontab, - BOIDIERE] "0, ROSREIENM - 2K¥1T
REZKWER - thill - BEFENEIE "Logrotate, - BIE BWEREEEMUAN "TEHEE
8,  HET/H/BE—RAELEERN awstats (FEHEN ) & -

SHEEBESIN—EWREHGREEZEMEI Tanacron, - BMER TE TR 24 /5K - BRETIL
BRI HMAVBEE - AR EREKRSINEFEZEETHN - AEAEATBHEAEE  mE®
THLZENEREGSHAIENE  EXLE SEHRABERE - BEAERTRE—T - Al &
HMLET awstats MECER DTS - BEREF R /etc/crond E— N EEESHEHEBENRERE -

2. root B2 TEHEE

BR 7R ESLZHNE DN - EEBF —EFRSERNVIIEHRE - LIS root 51 - 2K
ZHBEI THIRE ) - BHEATRE root thEJEMA "sudo crontab -e s IELEEHE root & ELFHE

2 o

A. F sudo £—Xi# A crontab -e {RIEIS - BEEXFIRIEE

user@ubuntu:~$ sudo -i
[sudo] password for user:
root@ubuntu:~# crontab -e

no crontab for root - using an empty one

Select an editor. To change later, run 'select-editor'.

1. /bin/ed

2. /bin/nano <--- easiest
3. /usr/bin/vim.basic

4. /usr/bin/vim.tiny

Choose 1-4 [2]:

K FET8EE% nano 2R4REE root B T 1EHEE



B. BEREB—1TWMARREFEN TIEHRE
Ctrl+O 77 : Ctrl+X BB - Bl : X 1% 0 24T —R ntpdate RIGEAEE A

P.46

‘0 1 * * * /Jusr/sbin/ntpdate time.stdtime.gov.tw
# gaemon s NOT10N OT T1mMe anad Tlmezones.
#
# Output of the crontab jobs (including errors) is sent through
# email to the user the crontab file belongs to (unless redirected).
#
# For example, you can run a backup of all your user accounts
# at 5 a.m every week with:
#0© 5 * * 1 tar -zcf /var/backups/home.tgz /home/
#
# For more information see the manual pages of crontab(5) and cron(8)
#
# m h dom mon dow command
@ 1 * * * fusr/sbin/ntpdate time.stdtime.gov.tw
8 CEEh BE write out [ fiisg 8y P B EEY " CERE S el =
AR R E A\ IR Uncut Texti] Hi=fadr gl PEYI

BR1MBRELEFRERE

. TEHREBREER: THEABBIES,
. BEBGL ESSERENSH LT % tREREENER
ABITH - B BHE " * , ORERSEAT K -
. D
o T/) B KL RERE
o T/) T LERMRE

Bl :1,6,11,..51, 56 ST —RERA " 1-56/5, - FB11-56 7B 5 0¥IT—K -

o TFESWERBHIEE - . /usr/sbin/ntpdate

C.T#%< " sudo crontab -1 ; #Z root B L EHEE

T EIE crontab -e FTEZINRA - REASLIIRNAABEE—K - XABEWERVENLEFEX

B - RIE B 7 B R R AV R P8 51 R AR R -
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I~FRE

(- ). Google force safesearch 2. DNS Server % &

ERMESBRREIAEFEER  SEUEHN "FAEENBRRT WEE  MEIEALER
B-EBNE—EHE-—EREZRMEAE - FREE2E(EMH Google FE R EFINEE - LUK ERR
F A Do NOESHRSAENE R - B RNERSERNER - #2M 7EBR - SRR
E2EMAKEEMEAE  EEBEAKBRECZREENITEL S -

BPOREEBE - Google RE—1E "L 28RS, AOKH - HEMFREWT -

B ! =i , [EI&[R google.com 1

www.google.com 172.217 X.x

~F DNS Server
3l - 168.95.1.1

EREMAHUE - Z#E2) NE DNS Server FriEEHRI DNS
EIAR=EAR (Bl :8.8.8.8) « AEXEMEM HAWARILE -

\ ‘II —_— EEHEIPE
—> www.google.com —» forcesafesearch.google.com

B AEE DNS Server 216.239.38.120

(3B google.com CNAME
% safesearch)

BERN  MEBERNERE —E DNS Server - ZEREBKBEBVBEEH " www.google.com.tw |
5 - BEIME forcesafesearch E&1eRHY IPTXZth , WKEJ?XE’\J google.com #1t - EILEG7EE
SENR - SEMNEERE - 2K BN forsafesearch 58128 - DIBRIKE+H AEARANE R

=12 E www.google.com LISMIAEULES - E8871 2|23 DNS Server 58 - BRIt A S EEH 48
B -

SRBRT OB BEMERTE hosts BREFEILHE - BRREZNER - FSEMFEE HAK
I ERAR/ EREIEE Z24H DHCP Server BEIHUS IP - PRAZEERZIIEEES DNS Server & -
BEREERTE DHCP Server i €& Flifi DNS Server 73 " 2R AEE DNS Server, - BiOJERRZR
ERINK -

= RHE A DNS RPZ #1if7 - sRs& %I www.google.com 3 www.google.com.tw & CNAME
% forsafesearch.google.com Hs—&E# - DNS Response Policy Zones ( RPZ ) 2— & LIBH X 1
WLz - BEEIEE LT DNS Server FERBEACEHBZERIR - b1 : BT DNSEH%
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IRERE - BHZREAREMNERES - BEEE - HPAREZE www.google.com 2L Z 8=

E# - LUN - BRI 4EES DNS Server ZERVBIE

1. 2% DNS Server Ef4 Bind9
%% sudo Z root 17 -

user@ubuntu~$ sudo -i
[sudo] password for user:

root@Qubuntu:~#

BH—NEH

root@ubuntu:~# apt update
root@ubuntu:~# apt upgrade

Z % Bind9 Ef

‘root@ubuntu:~# apt install bind9 bind9utils bind9-doc

2. DNS Server E4:87E

£ F apt Fi %% 5ch) DNS EAREREUERE /etc/bind BT - FifF /etc/bind & MIl—NES -

FIRWF (5L db.rpz IEFRFAE HIR) -

root@dns:/etc/bind# 1s

bind.keys db.Tocal named.conf.local.bak

db.0 named.conf named.conf.options db.127

db.rpz rndc. key zones.rfcl1918 db.255
named.conf.default-zones db.empty named.conf.Tocal

HPIRBERNENAFNE=—BERRY - SENATNN - SURBRAXAFERA LA

/etc/bind/named.conf

RiED bind9 FHKFSIA=ERREENREE -

include "/etc/bind/named.conf.options";
include "/etc/bind/named.conf.local";

include "/etc/bind/named.conf.default-zones";




/etc/bind/named.conf.local

IBEERZE rpz %518 zone MBS R - H file E—17H - CNAME RIS EFE db.rpz SERER °
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zone '"rpz"

{

type master;
file "/etc/bind/db.rpz";

allow-query {any;};

/etc/bind/named.conf.options

options {

//
//
//

//
//
//
//

//
//
//

//
//
//
//

//

directory "/var/cache/bind";

If there is a firewall between you and nameservers you want
to talk to, you may need to fix the firewall to allow multiple

ports to talk. See http://www.kb.cert.org/vuls/id/800113

If your ISP provided one or more IP addresses for stable
nameservers, you probably want to use them as forwarders.
Uncomment the following block, and insert the addresses replacing

the all-0's placeholder.

forwarders {
0.0.0.0;
i

If BIND logs error messages about the root key being expired,

you will need to update your keys. See https://www.isc.org/bind-keys

//dnssec-validation auto;

dnssec-validation no;

listen-on-v6 { any; };
listen-on { any; };
//3E rpz WIERM - B4, forwarders (EER dns server EiT

forwarders { 168.95.1.1; 8.8.8.8; };

BEREMARES

allow-query { any; };

response-policy { zone "rpz"; };
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/etc/bind/db.rpz
AIERELZE bindd BAEEBES - EBTEM vi sk nano BITEILL - EAEE  BREHEE
EBI & HAM google.com AUHETHEIR - HERBLEXE - MBEZAEMBEIRHN google EOEE
A FRAEBL TR google AL EREL EIE!

$TTL 60
@ IN SOA localhost. admin.localhost. (
2021081201 ; serial
43200 ; refresh
1800 ; retry
604800 ; expire
1200 ; Negative Caching
)
IN NS Tocalhost.
; google safe search
google.com IN CNAME forcesafesearch.google.com.
www . google.com IN CNAME forcesafesearch.google.com.
www . google.com.tw IN CNAME forcesafesearch.google.com.
google.com.tw IN CNAME forcesafesearch.google.com.
www.google.co.jp IN CNAME forcesafesearch.google.com.
google.co.jp IN CNAME forcesafesearch.google.com.

3. Bind9 %R EN ERI BN BB E

A.E#EEh bind9

HAREIZEE bind9 I - 2HREZCLKRIEIAINGE - FIIENRER  EEERESHRETRER
HEEE - UTE2EEMEFEDBE root IR NEE - HRCSEARIGHEIR - E5%EML sudo-i &
root 517 -

‘root@ubuntu:~# systemct] restart bind9 ‘

_\

B.F netstat E— TR EEIEIE 53 MU 7 B IRFE A IR I RNEN X Th
Fi netstat 5 E— NERI R tcp & udp BIERVIR - ZE/E named EEES - AEHEZH
bindd BEFZMRHEEZERXS named . At EBLIBEUTAEFHNEMTMAE : "named BEL
£ 172.16.252.129 & localhost 127.0.0.1 #9 tcp port 53 E&f2ch |

root@ubuntu:~# netstat -nltup

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0 172.16.252.129:53 0.0.0.0:%* LISTEN 3830/named
tcp 0 0 127.0.0.1:53 0.0.0.0:%* LISTEN 3830/named

tcp 0 0 127.0.0.53:53 0.0.0.0:%* LISTEN 436/systemd-resolve




P.51

tcp 0 0 127.0.0.1:953 0.0.0.0:%* LISTEN 3830/named
tcpb 0 0 fe80::3f00:68ed:e64f:53 :::* LISTEN 3830/named
tcpb 0 © £31l353 3589 LISTEN 3830/named
tcp6 0 0 ::1:631 B LISTEN 1369/cupsd
tcpb 0 0 ::1:953 3388 LISTEN 3830/named
udp 0 0 172.16.252.129:53 0.0.0.0:* 3830/named
udp 0 0 172.16.252.129:53 0.0.0.0:* 3830/named
udp 0 0 127.0.0.1:53 0.0.0.0:% 3830/named
udp 0 0 127.0.0.1:53 ©,0.,0.05% 3830/named
udp 0 0 127.0.0.53:53 0.0.0.0:* 436/systemd-resolve
udp 0 0 0.0.0.0:5353 0.0.0.0:* 468/avahi-daemon: r
udp6 0 0 :::42789 338 468/avahi-daemon: r
udp6 0 0 ::1:53 HE 3830/named
udp6 0 0 ::1:53 B 3830/named

C. &—F /var/log/syslog W#&18 bind9 R ENBIEC i

root@ubuntu:~# systemctl restart bind9
root@ubuntu:~# cat /var/log/syslog

Aug 12 18:33:14 dns named[4074]: automatic empty zone: B.E.F.IP6.ARPA

Aug 12 18:33:14 dns named[4074]: automatic empty zone: 8.B.D.0.1.0.0.2.IP6.ARPA
Aug 12 18:33:14 dns named[4074]: automatic empty zone: EMPTY.AS112.ARPA

Aug 12 18:33:14 dns named[4074]: automatic empty zone: HOME.ARPA

Aug 12 18:33:14 dns named[4074]: none:100: 'max-cache-size 90%' - setting to 1788vMB (out of
1987MB)

Aug 12 18:33:14 dns named[4074]: configuring command channel from '/etc/bind/rndc.key'

Aug 12 18:33:14 dns named[4074]: command channel listening on 127.0.0.1#953

Aug 12 18:33:14 dns named[4074]: configuring command channel from '/etc/bind/rndc.key'

Aug 12 18:33:14 dns named[4074]: command channel Tlistening on ::1#953

Aug 12 18:33:14 dns named[4074]: managed-keys-zone: loaded serial 3

Aug 12 18:33:14 dns named[4074]: zone 0.in-addr.arpa/IN: loaded serial 1

Aug 12 18:33:14 dns named[4074]: zone Tocalhost/IN: Toaded serial 2

Aug 12 18:33:14 dns named[4074]: zone 127.in-addr.arpa/IN: Toaded serial 1

Aug 12 18:33:14 dns named[4074]: zone rpz/IN: loaded serial 2021081202

Aug 12 18:33:14 dns named[4074]: zone 255.in-addr.arpa/IN: Toaded serial 1

Aug 12 18:33:14 dns named[4074]: all zones loaded

Aug 12 18:33:14 dns named[4074]: running

Aug 12 18:33:14 dns named[4074]: rpz: rpz: reload start

Aug 12 18:33:14 dns named[4074]: rpz: rpz: reload done

Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:7fe::53#53
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:500:9f::42#53
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:500:2f::f#53
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:500:12::d0d#53
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:dc3::35#53
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:500:2::c#53
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:7fd::1#53
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2001:503:ba3e::2:30#53

Aug 12 18:33:14 dns named[4074]: resolver priming query complete

Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN':

Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN':
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN':
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN':
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN':
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN':

2001:
2001:
2001:
2001:
2001:

Aug 12 18:33:15 dns named[4074]: client @0x7f49e400a550 10.1.108.211#49889 (www.google.com):
rpz QNAME Local-Data rewrite www.google.com/A/IN via www.google.com.rpz

500:200: :b#53

500:2d: :d#53
500:1::53#53
500:a8::e#53

503:c27::2:30#53

D. M dig {5 < H A ETT www.google.com.tw it &

root@dns:~# dig @localhost www.google.com.tw

; <<>> DiG 9.16.1-Ubuntu <<>> @localhost www.google.com.tw
; (1 server found)

;3 global options: +cmd

;3 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 41398

;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 2

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096

; COOKIE: 62050026d4ab0c30010000006114fb8d414c0720b796cc7d (good)
;3 QUESTION SECTION:

;www.google.com. tw. IN A

;5 ANSWER SECTION:
www.google.com.tw. 5 1IN CNAME forcesafesearch.google.com.
forcesafesearch.google.com. 85119 IN A 216.239.38.120

;; ADDITIONAL SECTION:

;5 Query time: 4 msec

;35 SERVER: 127.0.0.1#53(127.0.0.1)

;3 WHEN: [ 8 H 12 18:44:29 cST 2021
;; MSG SIZE rcvd: 184

rpz. 1 IN SOA localhost. admin.localhost. 2021081202 43200 1800 604800 1200

ALFREERE - OK 'S -

E. {€ bind9 X FRHEEIE

‘root@dns:~# systemct] enable named
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KR AR Ubbuntu 20.04 AR LAMP EHRARIMT
« Apache2.4
« PHP74
« MariaDB 10.x

1. E6#ZE

BEEBARNEEAERZE php?
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root@ubuntu:~# sudo -1

root@ubuntu:~# apt update

root@ubuntu:~# apt install apache2 mariadb-server mariadb-client php7.4 Tibapache2-
mod-php7.4 php7.4-cli php7.4-curl php7.4-gd php7.4-imap php7.4-json php7.4-mbstring
php7.4-mysql php7.4-opcache php7.4-tidy php7.4-xm1 php7.4-xmlrpc php7.4-zip php7.4-
xs1 php7.4-int1 php7.4-bcmath php7.4-gmp php7.4-imagick

RESTIRREGRIE) - IREMITLITRZIESSE—T - A HBl http://163.26.206.150
How to Get Let's Encrypt SSLo X @ Apache2 Ubuntu Default Page: X + (-] : . x
C A FEE | 163.26206.150 o S DE D@

@ Apache2 Ubuntu Default Page

%_

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in fusr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/
|-- apache2.conf
“-- ports.conf
-- mods-enabled
|-- *.load
“-- *.conf
- conf-enabled
“-- *.conf
- sites-enabled
“-- *.conf

HERBERE /var/www/html

B — T PHP IhEE - 755&0F -
« E /var/www/html & N phptest.php AEH

<?php
phpinfo();

?>




- HEBRER

http://163.26.206.150/phptest.php

How to Get Let's Encrypt SSLo. X @ PHP 7.4.2 - phpinfo( X+ o B - %
< C A FEE | 163.26.206.150/phptestphp Yo o EQE & x»@

System Linux cloud 5.11.0-25-generic #27~20.04.1-Ubuntu SMP Tue Jul 13 17:41:23 UTC 2021 x86_64
Build Date Jul 52021 15:13:35

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fetciphp/7 4fapache2

Loaded Configuration File

fetciphp/7 4/apache2/php.ini

Scan this dir for additional .ini files

fetc/php/7 4fapache2/conf.d

Additional .ini files parsed

fetciphp/7 4/apache2/conf.d/10-mysgind.ini, /etc/php/7.4/apache2/conf.d/10-opcache.ini,
fetciphp/7.4fapache2/conf.d/10-pde.ini, /etc/php/7.4/apache2/conf.d/15-xmLini, fetc/php/7.4/fapache2/conf.d/20-
bemath.ini, /etc/php/7_4/apache2/conf. df2[l calendar.ini, /etc/php/7 4iapach52fcunf d/20-ctype.ini,

fetciphp/7. 4/apache2[conf d/20-curl.ini, fetc/php/7 . 4lapachE?J|:0nf d/20-dom.ini, fetc/phpi7. 4fapache21cunf d/20-
exif.ini, fetc/php/7.4fapache2/conf. dIZOLff i.ini, /etc/php/7.4fapache2/conf. diZOLerlnfo ini,

lelciphpf? 4fapache2/conf.d/20-ftp.ini, Iet:lphp/? 4/apache2/conf.d/20-gd.ini, ielerhpl? 4/apache2/conf.d/20-
gettext.ini, fetc/php/7 .4/apache2/conf.d/20-gmp.ini, /efc/php/7.4/apache2/conf.d/20-iconv.ini,
fetc/php/7_4fapache2/conf d/20-imagick.ini, fetc/php/7.4fapache2/conf.d/20-imap.ini,

fetciphp/7 4/apache2/conf.d/20-intlini, /etc/phpiT_4/apache2/conf.d/20-json.ini, /etc/php/7.4/apache2/conf.d/20-
mbstring.ini, fetc/php/7 .4/apache2/conf.d/20-mysqli.ini, /etc/php/7.4/apache2/conf.d/20-pdo_mysql.ini,
fetc/php/7 4fapache2/conf.d/20-phar.ini, /etc/php/7 .4/apache2/conf.d/20-posix.ini, /etc/php/7.4/apache2/conf.d/20-
readline.ini, fetc/php/7.4fapache2/conf.d/20-shmop.ini, fetc/php/7.4/apache2/conf.d/20-simplexml.ini,
tetc/php/7.4fapache2/conf.d/20-sockets.ini, /etc/php/7.4/apache2/conf.d/20-sysvmsg.ini,

fetciphp/7 4/apache2/conf.d/20-sysvsem.ini, /etc/php/T.4/apache2/conf.d/20-sysvshm.ini,

fetciphp/7 .4fapache2/conf.d/20-tidy.ini, /etc/php/7.4/apache2/conf.d/20-tokenizer.ini,

fetc/php/7 4fapache2/conf.d/20-xmireader ini, fetc/php/7.4/apache2/conf.d/20-xmirpc.ini,

fetciphp/7 4/apache2/conf.d/20- iter.ini, /etc/php. he2/conf.d/20-xsl.ini,
fetciphp/7.4fapache2/conf.d/20-zip.ini

PHP API 20190902

PHP Extension 20190902

Zend Extension 320190902

Zend Extension Build

API320190902 NTS

PHP Extension Build

API20190802,NTS -

Als5e

2. MariaDB E 8l Ei& E

A. PIR{EERE

i5a013 phptest.php filR - AR RELSHWE
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# REERE

password for the root user.

root@pl7qvpdn:~# mysql_secure_installation
NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current
If you've just installed MariabB, and
you haven't set the root password yet, the password will be blank,

so you should just press enter here.

Enter current password for root (enter for none): [# Enter]

OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MariaDB

root user without the proper authorisation.
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Set root password? [Y/n] Y

New password: [BAZERE root MIZHE]
Re-enter new password: [B—%R]
Password updated successfully!
Reloading privilege tables..

Success!

By default, a MariabDB installation has an anonymous user, allowing anyone
to log into MariabB without having to have a user account created for
them. This is intended only for testing, and to make the installation

go a bit smoother. You should remove them before moving into a

production environment.

Remove anonymous users? [Y/n] Y [BRE&ZZEA]

Success!

Normally, root should only be allowed to connect from 'localhost'. This

ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y/n] Y [{EfEZHKEIE root RBEREWHZA]

Success!

By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed

before moving into a production environment.

Remove test database and access to it? [Y/n] Y [#BB test HBIE]
- Dropping test database...
Success!
- Removing privileges on test database...

Success!

Reloading the privilege tables will ensure that all changes made so far

will take effect immediately.

Reload privilege tables now? [Y/n] Y [E#HEHAERRE]

Success!

Cleaning up...
All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!




B. {224 mysql #FRERE - = phpmyadmin 785F root HiEFEA

& A mariadb 1E#RERE N root &M plugin BE18 - HHIEE 5 phpmyadmin H#EE
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root@pl7qvpdn:~# mysql -u root -p

Enter password: << HARIRRNES

welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariabDB connection id is 37

Server version: 10.0.25-MariabB-Oubuntu0.16.04.1 Ubuntu 16.04

Copyright (c) 2000, 2016, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]> use mysql;
Reading table information for completion of table and column names

You can turn off this feature to get a quicker startup with -A

Database changed

MariabDB [mysql]> update user set plugin='' where User='root';
Query OK, 1 row affected (0.00 sec)

Rows matched: 1 Changed: 1 warnings: O

mariabB [mysql]> flush privileges;
Query OK, O rows affected (0.00 sec)

MariaDB [mysql]> quit
Bye

root@pl7qvpdn:~# systemctl restart mariadb
root@pl7qvpdn:~# systemctl restart apache2

3. fal AR 3 R EN
FERE

root@pl7qvpdn:~# systemctl start mariadb
root@pl7qvpdn:~# systemctl start apache?2

FHPIE

root@pl7qvpdn:~# systemctl stop mariadb

root@pl7qvpdn:~# systemct]l stop apache2

R B RE

root@pl7qvpdn:~# systemctl enable apache2
root@pl7qvpdn:~# systemct]l enable mariadb
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4. phpmyadmin %5

SERFEENER NERNSREMEENE /var/www/html SEEERTG B —L -

//El1%E] /root KN
root@ubuntu:~# cd

// & phpmyadmin ## /root E T

root@ubuntu:~# wget https://files.phpmyadmin.net/phpMyAdmin/5.1.1/phpMyAdmin-5.1.1-
all-Tanguages.zip

root@ubuntu:~# unzip phpMyAdmin-5.1.1-all-languages.zip

// & phpMyAdmin-x-x E&%] /var/www/html/phpmyadmin

root@ubuntu:~# cp -rf phpMyAdmin-5.1.1-al1-Tanguages /var/www/html/phpmyadmin
root@ubuntu:~# cd /var/www/html/

root@ubuntu:/var/www/html# 1s

index.html phpmyadmin phptest.php

root@ubuntu:/var/www/html#

FA http://cloud.nnkieh.tn.edu.tw/phpmyadmin EREE
i AREZESLIERE 163.26.206.150 % cloud.nnkieh.tn.edu.tw - EILE XE L B4 -

How to Get Let's Encrypt SSLo- X M& phpMyAdmin X + [+] a = =
& C A FZ&2Z | cloud.nnkieh.tn.edu.tw/phpmyadmin/ b S @ B EH® & R 0 :
php

Eri{E A phpMyAdmin
i8S - Language

37 - Chinese traditional ~

Z - RBEAEIERIZES LAMP B phpmyadmin - B2EFNIERS AR - mEMT
. BRNEEDNSERBEY HTTP EEHER - 2E0AHBEH O TER BERBEIE
BRATTE -
. BMEAHEZIE phpmyadmin BEEATR T T - WAL EREER I RBEN -
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5. phpMyAdmin B93E 4R R I

B phpmyadmin 2B IEBIEE - PTLILEMEFIRE - FABIAIAZE apache2 E FIN—
EPRFIERBENRERE - TREWMT :
« £ /etc/apache2/conf-available & F 17 ra-phpmyadmin.conf 52 &1 - ABWF - LREF
HRIOAEEZTE Require ip BH -
KROIE—1E Require ip RNZERAE - M7 ERZETLBMBER AU SHE - £ _E
Require ip 22KH IPv6 - KNE IAAS IFELL IPV6 BT - tEEFS U0 L IPv6 RUSBET -
<Directory "/var/www/html/phpmyadmin'>
Options All
Allowoverride ATl

Require all denied
Require ip 163.26.206.0/24 x.x.Xx.Xx
Require ip 2001:288:xxxx::/48
</Directory>
« RARREE
root@pl7qvpdn:/etc/apache2/conf-available# a2enconf ra-phpmyadmin
root@pl7qvpdn:/etc/apache2/conf-available# systemctl reload apache2

«  HARFFRAILAELR - %= HIR 403 Forbidden miE AN 1

Y A cloud.nnkieh.tn.edu.tw/phpmyadmin

Forbidden

You don't have permission to access this resource.

Apache/2.4.41 (Ubuntu) Server at cloud.nnkieh.tn.edu.tw Port 80
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(= ). HTTPS 4 ?ﬂilﬁfé-‘:.

1. FEE2 HTTPS

aas

<

214 <meta http-equi
<meta

="X-UA-Compatible” content="IE=edge">
ntents="widths idth, initial-scale=1.8">

<link rel="shortcut icon" href-"https://es.nnkieh.tn.edu.tw/them en/d.
<link href="https://fonts.googleapi m/css 2family=0pen+Sans 3%‘ 499 @9 799 rel-

<link

/ http://example.com

request web page

el="stylesheet” type="text/css" href="hitps://es. nnkieh.tn.edu.tw/themes/col

P88

RENAERZSEALENINEE ﬁﬂﬂ%{% S ANIRBEE OIS - BY)  ERSGENXHS - &
SERNOHER  BNEERDPEEZE  BEAOLACREXBHEHNIE  ARAESHMNET - B
R bR - RIUEW IR Y HTTPS ( MIE R B X 4B 17 & ; Hypertext Transfer Protocol
Secure) @ EEEABERLEMBREER  BETEEN—TEENRTE - BRETHHN TCP 443 18 £
BZHE ( Listen)

ERNMERENTE (BEEL) ARZE - EWEELSN - BEE—5 "EEENXXF, 2R " —
BHPUEMWAHFNFR, - MEMBEHSTIEIREBEEN a5,  tIENBESZE  NEE
FEFEREARFTSE (AT ) B0 - UTEEL sha256 EEEZD RIS Tyhliu, ~ "TE@EHBEREN
0y & Thttps//www.tn.edutw ; = FEETMNERSE - HERNOT

yh@ubuntu:~$ echo -n yhliu | sha256sum
83155d663fa9b61e968c85a8cc04aclf2445fc56016b779218b8f25a6e5d4808 -

yh@ubuntu:~$ echo -n E@EHHUBEFENFL | sha256sum
31dbd1d0a906802acec2380370aa069c7246717ec28(‘.ca41‘:3c8491ca253de8271C -

yh@ubuntu:~$ echo -n https://www.tn.edu.tw | sha256sum
£348d1d606fa39aeec963d3c28d85fa83a2439c637802fb2a0e76c9f9acf5738 -

yh@ubuntu:~$
B EFMEIR - FREM PR FH SHA256 IERE - BEREERENFE - TRIILEB ARHE
s (B WIFLERSE ) B8l 8  BERAHTTPHAEMERIEEN PR FE - BFEH

HTTPS WREmEE N —REBHLUERNRE T - RIttNR 7 BENEHEENEEHEZ Y -
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MEEBREEEGIAMEN  FEUAZRE  BHERMRE /RNQUEAMY - #EAEKS
BZEHTTPS iU - RABBURERE - SHERSFARNENEBUSE - FEFRATHT -

MEAR LEANTRE—EESNRE  NREWL  ABEAREERENS - BORABRENZ
FNRERERBRER  MELEAREBNBECTRUSREMZE  MEBSZ—EBEXHR - K~
TECHR /ME (BHRE ) -  FHERRENZIR  AERSLRERNE - BERIROAER -

BRiEiRaEwa#Eem DB EREE  SEERE NMEE  WEER—&RERME - BUFHE
EiIR - WABRREENHERS  MELEURRILERFEBAZHAZFWERN - BEHFRAEA
B MEANE—XREERERBEAS - B Let’ sEncrypt - HMMARBE -G ZHU - XHBHE
% AEIFRREUNSERNNNEE  ZERBEELZHRENTRERN - BIERUAE
REE - UTNEEEFRRE -

2. SoRI &% webdns 52 E 4831t

FHR Let's Encrypt RURSRRRE REt¥ " &AM, - T AZSTHEERE - FIUZIEREENER
BBRRG—EEERFIEEML - At - FRIRBAIEmHBABERENP LR HENFEEE
I5E https://webdns.tn.edu.tw 58 E =R RYSE AL - FERERAENE - W o4& 1T Let's Encrypt

MFBEIEZE - £E L cloud.nnkieh.tn.edu.tw ¥ 2% 163.26.206.150 &4l - R~&ET -

SIRDNSEInR 5T S

HiFimE ENET 85

- AEAE s E&IPva ¥ EREIPVES

ERED nnkieh.tn_edu tw (nnkieh tn.edu tw zone) 163.26.206.128/25 (163_26_206_128_25 zone) =

Cwm/as | DNSmERE ﬂmﬁﬁi

Organize : tn.edutw. HEEE

Root Mail - service.tn.edu.tw.
Serial : 2021081101

Refresh : 26400

Retry : 1300

Expire 604800

Minimum : 3600

+ FmEEEE
Domain Record Type Value

‘r‘nkieh.tn.edu.t'.‘.' [a v [163.26206.133 | i1
nnkishtnedutw | A v [1e326206.138 |
nes nnkieh.tn.edu.tw .| A v] [i63.26206.140 [RIE]
€ lcoud  |nnkishinedutw.[a  v] [16326206150 (R
study nnkiehtnedutw .| A v] [163.26.206.147 4%?

[ms | nnkehtnedutw.[Mx__ v] |1 || asemx.Lco0GLECOM. | iz

s nnkiehtnedutw [MX__ v |5 || ALT1.45PMX.LGOOGLE.COM. | @1

nnkishfn.ediLtw | X V‘ |‘\ HARDM‘X\ GOOGI F.OOM. |[:H|5‘,‘='I

Fl webdns & E %58 % 52 A3
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3. & Apache2 B4 Let’s Encrypt £i§

BHIEHE Let's Encrypt Bl FRESBIEMEE  RILEE 7 —EF=08RETE U NEEE
TR A certbot Bl TERSCEMRE - ZEZEBRE[MMAT !

PIFEZELL cloud.nnkieh.tn.edutw ESEAIEG - EEBERAWT

A. %% certhot TR

‘root@ubuntu:~# apt install certbot python3-certbot-apache
B. #+#f apache2 #ETBEMERE

root@ubuntu:~# certbot --apache

Saving debug log to /var/log/letsencrypt/letsencrypt.log
Plugins selected: Authenticator apache, Installer apache

Enter email address (used for urgent renewal and security notices) (Enter 'c' to

cancel): information@ms.nnkieh.tn.edu.tw <- @WARKNEFEBERL

Please read the Terms of Service at
https://letsencrypt.org/documents/LE-SA-v1.2-November-15-2017.pdf. You must
agree in order to register with the ACME server at

https://acme-v02.api.letsencrypt.org/directory

would you be willing to share your email address with the Electronic Frontier
Foundation, a founding partner of the Let's Encrypt project and the non-profit
organization that develops Certbot? we'd 1like to send you email about our work
encrypting the web, EFF news, campaigns, and ways to support digital freedom.
(Y)es/(No: Y

No names were found in your configuration files. Please enter in your domain
name(s) (comma and/or space separated) (Enter 'c' to cancel):cloud.nnkieh.tn.edu.tw
Obtaining a new certificate

Performing the following challenges:

http-01 challenge for cloud.nnkieh.tn.edu.tw

Enabled Apache rewrite module

waiting for verification...

Cleaning up challenges

Created an SSL vhost at /etc/apache2/sites-available/000-default-le-ss1.conf

Enabled Apache socache_shmcb module

Enabled Apache ss1 module
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Deploying Certificate to VirtualHost /etc/apache2/sites-available/000-default-Tle-
ss1.conf

Enabling available site: /etc/apache2/sites-available/000-default-le-ssl.conf

Please choose whether or not to redirect HTTP traffic to HTTPS, removing HTTP
access.

1: No redirect - Make no further changes to the webserver configuration.
2: Redirect - Make all requests redirect to secure HTTPS access. Choose this for
new sites, or if you're confident your site works on HTTPS. You can undo this

change by editing your web server's configuration.

Select the appropriate number [1-2] then [enter] (press 'c' to cancel): 2
Enabled Apache rewrite module

Redirecting vhost in /etc/apache2/sites-enabled/000-default.conf to ssl vhost in
/etc/apache2/sites-available/000-default-le-ss1.conf

Congratulations! You have successfully enabled https://cloud.nnkieh.tn.edu.tw

You should test your configuration at:

https://www.ss1labs.com/ss1test/analyze.html?d=cloud.nnkieh.tn.edu.tw

IMPORTANT NOTES:

- Congratulations! Your certificate and chain have been saved at:
/etc/letsencrypt/Tive/cloud.nnkieh.tn.edu.tw/fullchain.pem
Your key file has been saved at:
/etc/letsencrypt/Tive/cloud.nnkieh.tn.edu.tw/privkey.pem
Your cert will expire on 2021-11-10. To obtain a new or tweaked
version of this certificate in the future, simply run certbot again
with the "certonly" option. To non-interactively renew *all* of
your certificates, run "certbot renew"

- Your account credentials have been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will
also contain certificates and private keys obtained by Certbot so
making regular backups of this folder is ideal.

- If you 1like Certbot, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate

Donating to EFF: https://eff.org/donate-Tle

BT - EMEBUMBENMERTE - HPIAEBMEME - ERAE B0
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https://cloud.nnkieh.tn.edu.tw

- O X
DA HowToInstall a Let's Encrypt © X @ Apache? Ubuntu Default Page X + (v}

& C @cloud.nnkieh.tn.edu.tw Yoo s QES &N e :

Apache2 Ubuntu Default Page

I HEI HHEI i HERER LB, ARRARRYZ htpps INZEHE

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

Jetc/apache2/ A

5. iR E B BN B IRE

Let's Encrypt BRFEBMIARA=EH - FBWL - Ubuntu AZEK certbot BENETH - E8XH#
TTMRER - EARD - RAETLUERTUTIESAE—T certbot B9 renew 22 E O IEREIEE -

root@cloud:~# certbot renew --dry-run

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Cert not due for renewal, but simulating renewal for dry run
Plugins selected: Authenticator apache, Installer apache
Renewing an existing certificate

Performing the following challenges:

http-01 challenge for cloud.nnkieh.tn.edu.tw

waiting for verification...

Cleaning up challenges

new certificate deployed with reload of apache server; fullchain is

/etc/letsencrypt/Tive/cloud.nnkieh.tn.edu.tw/fullchain.pem
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* DRY RUN: simulating 'certbot renew' close to cert expiry

(The test certificates below have not been saved.)

Congratulations, all renewals succeeded. The following certs have been renewed:
/etc/letsencrypt/live/cloud.nnkieh.tn.edu.tw/fullchain.pem (success)
** DRY RUN: simulating 'certbot renew' close to cert expiry

(The test certificates above have not been saved.)

IMPORTANT NOTES:

- Your account credentials have been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will

also contain certificates and private keys obtained by Certbot so

making regular backups of this folder is ideal.
B - HMOIRUE /etc/cron.d #EIRAE certbot EEREREFEZASTUE ¢

SHELL=/bin/sh
PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

0 */12 * * * root test -x /usr/bin/certbot -a \! -d /run/systemd/system && perl -e
'sleep int(rand(43200))"' && certbot -q renew

LT - ©EE 12 # & 24 FBEMEREFZET renew 230 - LKA BIIREZEBE - HIR
AT - B LEBEMRRRE

(= ). Ubuntu 20.04 Apache2.4 it # &% http2 F R

http2 2 http HERZE _hk - BEAR EZEEA https A 0ENMKE - Ubuntu 20.04 Y apache?2 &2
R INELA http2 7 - FAABELL apache2 B php7.4 A FHHHIT - M7BXA apache2 + php7.4-
fom AN ATT - AtATBEHRSER  BELFE—CEMA http2 - ALERE -

1. HTTP2 ENWHREER

A.HTTPS

HTTP/2 only works with HTTPS. If you have not switched your site to HTTPS, now is the
time to do it. You might be interested in my article Switching a WordPress Site From HTTP
to HTTPS.

B. Apache 2.4.24


https://helgeklein.com/blog/2015/01/switching-wordpress-site-http-https/
https://helgeklein.com/blog/2015/01/switching-wordpress-site-http-https/
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The first version of Apache to support HTTP/2 is 2.4.24. If you are on the LTS branch of
Ubuntu, this means you need to upgrade to Ubuntu 18.04. | described the upgrade
process from 16.04 to 18.04 in another blog post.

C. PHP FPM

Short version: if you run PHP in Apache via mod_php, you need to switch to FPM. That is not
a bad thing. FPM is newer and faster.

php-fpom E—XBUIMWRHEREN - A% mod_php 5% Apache2 ETHW—{EZEA - EiM=ZER
Apache2 -

2. {£F8 PHP-fpm B mod_php

B Apache2 ) mod_php B HTTP/2 Wi AHHEA - FRLRBE A php-fpm %S Apache2 21t
PHP BRF -

root@ubuntu:~# apt-get install php7.4-fpm
root@ubuntu:~# a2enmod proxy_fcgi
root@ubuntu:~# a2enconf php7.4-fpm
root@ubuntu:~# a2dismod php7.4
root@ubuntu:~# a2dismod mpm_prefork
root@ubuntu:~# a2enmod mpm_event
root@ubuntu:~# systemctl restart apache2

Caveat: W3 Total Cache Shows Apache Modules as Not Detected

W3 Total Cache seems to rely on the function apache_get modules() to detect Apache
modules, which does not work with FPM. According to this support article from Plesk, this
issue can be ignored.

3. Installing and Enabling HTTP/2 in Apache

Enable the module mod_http2:

root@ubuntu:~# a2enmod http2

root@ubuntu:~# systemctl restart apache2

Enable the HTTP/2 protocol by adding the following to /etc/apache2/apache’.conf:
Protocols h2 http/1.1

How to Verify that HTTP/2 is Working

Cloudflare put together a comprehensive list of ways you can check a website for HTTP/2
support. The easiest to use are probably Chrome Dev Tools (network view, add
the Protocol column) or the online test from KeyCDN.


https://tools.keycdn.com/http2-test
https://blog.cloudflare.com/tools-for-debugging-testing-and-using-http-2/
https://support.plesk.com/hc/en-us/articles/115005108854-W3-Total-Cache-plugin-shows-apache-modules-as-not-detected-
https://helgeklein.com/blog/2018/12/upgrading-ubuntu-16-04-to-18-04-php-7-0-to-7-2-for-wordpress/
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(). NextCloud 2 =j# #3E&

Nextcloud Eintg ik EIE HEH 1l Google Drive 5{ DropBox — xRS MR FEN A E - EEHRK
R ZE - FEim2 Windows -+ Linux * Androd * MacOS = iOS #aJ B - BMER - £F
W wFi - REATERERAR  BoEFENER - MEUSEFHRREE B8 - 2 Google
MENSSEHERFEZNRE Y  EFAEERBEECBREENAET -

1. RMEK

https://docs.nextcloud.com/server/latest/admin_manual/installation/system_requirements.html

Platform Options
Operating * Ubuntu 20.04 LTS (recommended)
System + Red Hat Enterprise Linux 8 (recommended)

« Debian 10 (Buster)
» SUSE Linux Enterprise Server 15
* openSUSE Leap 42.1+
+ (CentOS 8
Database +  MySQL 8.0+ or MariaDB 10.2/10.3/10.4/10.5 (recommended)
» Oracle Database 11g (only as part of an enterprise subscription)
+ PostgreSQL 9.6/10/11/12/13
» SQLite (only recommended for testing and minimal-instances)
Webserver * Apache 2.4 with mod_php or php-fpm (recommended)
e nginx with php-fpm
PHP Runtime - 73
- 74

+ 8.0 (recommended)

2. AREHFRE

A. F# nextcloud £ /var/www

user@cloud:~$ sudo -i

root@cloud:~# wget https://download.nextcloud.com/server/releases/nextcloud-

22.1.0.zip

--2021-08-13 07:41:37-- https://download.nextcloud.com/server/releases/nextcloud-
22.1.0.zip

Resolving download.nextcloud.com (download.nextcloud.com)... 95.217.64.181,

2a01:4f9:2a:3119::181

Connecting to download.nextcloud.com (download.nextcloud.com)|95.217.64.181|:443...
connected.

HTTP request sent, awaiting response... 200 OK
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Length: 173370977 (165M) [application/zip]
Saving to: ‘nextcloud-22.1.0.zip’

nextcloud-22.1.0.zip 100%
[ >] 165.34M 6.36MB/s in 36s

2021-08-13 07:42:15 (4.54 MB/s) - ‘nextcloud-22.1.0.zip’ saved [173370977/173370977]

root@cloud:~# unzip nextcloud-22.1.0.zip
root@cloud:~# cp -rf nextcloud /var/www
root@cloud:~# cd /var/www

root@cloud:/var/www# chown -R www-data:www-data nextcloud

B. i# apache2 #0i& /var/www/nextcloud E{EHAE

RAAEMEZMABEMNER /var/www/html, 1B nextcloud ELEREH L - NWEIEEZEIRFELA
apache2 B 1TE www-data ZE 51 - &1L nextcloud B1E /var/www/html & T, #H& 0§
MHERK - BEEERKS - B - BMILBRE /var/www KT - TEE—E " Alias(5)53) 1 89

BRI - % apache2 MEFEHAEEELR https://nextcloud.nnkieh.tn.edu.tw/nextcloud - EERK
M ERE /var/www JE T - BUEIT:

#17 /etc/apache2/conf-available/nextcloud.conf

Alias /nextcloud "/var/www/nextcloud/"

<Directory /var/www/nextcloud/>
Require all granted
Allowoverride All

Ooptions FollowSymLinks MultiViews

<IfModule mod_dav.c>
Dav off
</IfModule>

</Directory>

BN E e E

root@cloud: /var/www# a2enconf nextcloud

Enabling conf nextcloud.

To activate the new configuration, you need to run:
systemctl reload apache2

root@cloud:/var/www# systemctl reload apache2

root@c loud: /var/www#
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C. #1I nextcloud Ef}E

root@cloud:/var/www# mysql -u root -p

Enter password:

welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 27

Server version: 10.3.30-MariabDB-Oubuntu0.20.04.1 Ubuntu 20.04

Copyright (c) 2000, 2018, oOracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariabDB [(none)]> create database nextcloud;

Query OK, 1 row affected (0.001 sec)

MariaDB [(nhone)]> create user nextclouduser@localhost identified by 'your-password';

Query OK, O rows affected (0.001 sec)

MariabB [(none)]> grant all privileges on nextcloud.* to nextclouduser@localhost
identified by 'your-password';

Query OK, 0 rows affected (0.001 sec)

MariabB [(none)]> flush privileges;
Query OK, 0 rows affected (0.001 sec)

MariaDB [(none)]> exit;

Bye

root@cloud: /var/www#

C. BIUERERE

root@cloud:~# ed /var/www

root@cloud: /var/www# mkdir nextcloud-data

root@cloud:/var/www# chown -R www-data:www-data /var/www/nextcloud-data/
root@cloud:/var/www# 1s

html nextcloud-data

root@cloud: /var/www#
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